
DA
TA

SH
EE

T 
20

25Saner CVEM

Posture Anomaly 

secpod

www.secpod.com



01 SecPod | Saner CVEM Datasheet 2025

Saner CVEM Posture Anomaly Management discovers the aberrations, deviations, and outliers in 

your IT by holistically assessing your devices. By monitoring 100s of parameters across devices 

through statistical analysis, machine learning, and deviation computations, Saner CVEM uncovers 

potential risks and anomalies in your network.

Posture Anomaly Management helps IT security teams to discover risk exposures that are 

fundamental to the cyber-attack prevention journey, which then implemented, gives maximum 

protection.

Get a bird’s eye view of your IT infrastructure, 

spot the obvious posture anomalies, and 

uncover the unexplored risk exposures and 

mitigate them.

Saner CVEM Posture Anomaly Management 

discovers the aberrations, deviations, and 

outliers in your IT by holistically assessing your 

devices.

Visualize Your IT Landscape 
Like Never Before

SANER CVEM Posture Anomaly

POSTURE ANOMALY BY GROUP Division of Anomalies POSTURE ANOMALY DEVICE DETAILS Anomaly Count

POSTURE ANOMALY DETAILS Category of Anomalies

Host Name Status

localhost.local

laptop-ftuf9cc5

POSTURE ANOMALY DISTRIBUTION POSTURE ANOMALY DENSITY POSTURE ANOMALY RADAR

4326

High

Medium

CSV CSV

1

1

PA-2022-1069 Unwanted Services OS family windows has the highest number of 
anomalies, with a total of 1783

ID Title Summary Anomalies

PA-2022-1002 Unique software 
applications determined 
in select few systems

There are 666 assets that deviates from the other 
installed applications in this account

Category

1783

666

Confidence Level

1783

666

PA-2022-1035 SELinux disabled OS family unix has the highest number of anomalies, 
with a total of 358 358 358

desktop-vkn7d

windows11-dem

Operating Systems

Oracle Linux 8.10

Microsoft Windows 11

Microsoft Windows 10

Microsoft Windows 11

Anomaly

779

753

447

405

6

1

PA-2022-1
033 (18)

Firewall 
Disabled

Low

Approved Patch

Windows 11

Windows 10

Ubuntu

Rawad IT Webinar 
Demo

15

16
12

11

9

12

8
6Unique services are running 

in selected few systems: 15

2926
67.6%

High

67.6%

32.3%

System

Network

System Security

Devices

EventsProcess

Risk

Service

Software Assets

User

932.228Weightage
Category       System Security

POSTURE ANOMALY SURFACE

32.4%

10.3%
17.4%

25.8%

1401
32.4%

Approved
Patch

POSTURE ANOMALY BY FAMILY CSV

Windows

Others

Unix

4309

68.4%

30.9%

2959
68.4%Windows

POSTURE ANOMALY DEVICE DETAILS CSVDetails on Posture Category

localhost.localdomain 192.168.2.152 Oracle Linux 8.10

Host Name Operating System Family Posture Category

laptop-ftuf9cc5 192.168.125.157 Microsoft 
Windows 11

Anomaly

unix

windows

779

753

Status

desktop-vkn7d2b.demo
adtest.local 172.16.52.78

Microsoft 
Windows 10 447

windows11-demo-test-2

windows2022-demo-te
st1

172.16.51.217

172.16.51.246 

Microsoft 
Windows 11

Microsoft 
Windows Server 
2022

windows

windows

windows

405

357

IP Address Group

Approved 
Patch

windows 11

windows 10

Rawad IT 
Webinar Demo

Approved 
Patch
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Spot Easy-to-Miss Attack Paths in Your IT

Go Beyond Visibility to 
Spot Hidden Threats

Visibility over IT assets alone won’t 
stop advanced attacks, deeper 
analysis is essential.  

Saner CVEM uncovers hidden risks by 
detecting unusual network activities, 
from odd services and events to 
untrusted applications and abnormal 
commands.

360 Degree 
Endpoint Visibility

Over half of cyberattacks come from 
unnoticed changes in IT 
infrastructure. Saner CVEM helps spot 
these deviations before they become 
threats

With Saner CVEM’s intelligent insights, 
identify and address critical security 
gaps early to prevent attacks, even 
without extensive security measures 
in place.

Spot and Fix Anomalies with 
Machine Learning and Smart 
Analysis

Saner CVEM’s Continuous Posture 
Anomaly Management uses machine 
learning, statistical analysis, and 
deviation computation to detect 
unusual devices and security posture 
gaps in your IT infrastructure.

It offers instant remediation 
measures to address these anomalies, 
helping build a strong foundation for 
cyberattack prevention.

Gain Control and Eliminate 
Risks with Comprehensive 
IT Security

Saner CVEM provides a holistic view of 
your IT infrastructure, helping you 
uncover hidden security risks and 
obvious attack vectors.

By managing vulnerabilities, 
misconfigurations, and anomalies, 
you gain control over your network’s 
security posture, significantly 
reducing the risk of major 
cyberattacks.



WORKFLOW DIAGRAM – HOW SANER CVEM WORKS
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Uncover and Fix Hidden Threats Instantly with 
Saner CVEM’s Ready-to-Use Security Tools

Automate Daily Scans and 
Uncover Anomalies with Ease

Saner CVEM enables daily automated 
scans to detect anomalies in your IT 
infrastructure.

You can schedule and customize 
these scans based on your 
organization's specific needs.

Unlock Deeper IT Visibility and Gain 
Smart Insights with Saner CVEM 

Gain deep visibility into over 2000 
device parameters across your 
enterprise infrastructure.

Access valuable security insights with 
75+ anomaly computation rules to 
assess your organization's posture.

Spot Security Gaps with Smart 
Statistical Anomaly Detection

Detect anomalous configurations like 
vulnerable processes, unusual 
command executions, and atypical 
firewall settings.

Use statistical anomaly computation 
to identify behavioral changes and 
security risks in your network.

Make Your Essential IT 
Infrastructure 'Known Good'

Gain holistic visibility to assess and 
whitelist devices and configurations 
in your IT environment.

Identify posture anomalies and ensure 
your IT infrastructure is secure and 
"known-good
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Analyze Security Controls 
and Uncover Hidden Deviations 
with Ease

Analyze various security controls, 
such as firewalls, WiFi security, and 
BitLocker settings, for potential 
weaknesses.

Spot deviations like outdated 
software, disabled firewalls, or 
misconfigurations that could harm 
your security posture.

Smartly Prioritize Anomalies 
with Confidence Scoring for 
Maximum Impact

Saner CVEM assigns a confidence 
score to anomalies, helping prioritize 
those requiring immediate attention.

Quickly remediate high-priority 
anomalies to significantly reduce risk 
exposure.

Fix Anomalies Instantly 
with Built-In Remediation 
Actions

Saner CVEM offers built-in actions to 
instantly remediate discovered 
anomalies.

Customize detection rules to identify 
and fix anomalies directly from the 
console, securing your IT 
environment.

Assess Your Security Posture 
with Powerful Dashboards and 
Actionable Reports

Use insightful visualizations and 
outlier analysis to understand your 
organization's security posture.

Generate detailed anomaly reports 
and leverage 100+ report APIs for 
custom security visibility.

SANER CVEM Posture Anomaly

POSTURE ANOMALY BY GROUP Division of Anomalies POSTURE ANOMALY DEVICE DETAILS Anomaly Count

POSTURE ANOMALY DETAILS Category of Anomalies

Host Name Status

localhost.local

laptop-ftuf9cc5

windows2022

POSTURE ANOMALY DISTRIBUTION POSTURE ANOMALY DENSITY POSTURE ANOMALY RADAR

4326

High

Medium

CSV CSV

1

1

2

PA-2022-1069 Unwanted Services OS family windows has the highest number of 
anomalies, with a total of 1783

ID Title Summary Anomalies

PA-2022-1002 Unique software 
applications determined 
in select few systems

There are 666 assets that deviates from the other 
installed applications in this account

Category

1783

666

Confidence Level

1783

666

PA-2022-1035 SELinux disabled OS family unix has the highest number of anomalies, 
with a total of 358 358 358

desktop-vkn7d

windows11-dem

Operating Systems

Oracle Linux 8.10

Microsoft Windows 11

Microsoft Windows Server 2022

Microsoft Windows 10

Microsoft Windows 11

Anomaly

779

753

357

447

405

6

1

PA-2022-1
033 (18)

Firewall 
Disabled

Low

Approved Patch

Windows 11

Windows 10

Ubuntu

Rawad IT Webinar 
Demo

15

16
12

11

9

12

8
6Unique services are running 

in selected few systems: 15

2926
67.6%

High

67.6%

32.3%

System

Network

System Security

Devices

EventsProcess

Risk

Service

Software Assets

User

932.228Weightage
Category       System Security

POSTURE ANOMALY SURFACE

32.4%

10.3%
10.8%

17.4%

25.8%

1401
32.4%

Approved
Patch

ANOMALOUS

12
PA-2024-1001

Detecting LUKS 
Encryption Status

NORMALIZED

19
PA-2022-1002

Unique Software 
Applications

11
PA-2022-1003

Irregular Host IP to 
Mac address

7
PA-2022-1005
Applications found to 

make outbound 

8
PA-2022-1008

Unusual Software 
License Keys 

11
PA-2022-1009
Unusual Command 

Execution

1
PA-2022-1010

Atypical Desktop 
Firewall config

0
PA-2022-1001
Vulnerable Process 
making outbound

0
PA-2022-1004
Anomalous event in 
Windows Event log

0
PA-2022-1006
Irregular domain to IP 

address maps

0
PA-2022-1007
Numerous process 

in some systems

0
PA-2022-1013
MAC Address found 

to changed 

0
PA-2022-1014
IP Address found to 

be changed

0
PA-2024-1015
Hostnames found to 

be changed
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Redefine Cyberattack Prevention with 
Saner CVEM PA

Email us on: info@secpod.com
Call us at: India - (+91) 80 4121 4020 / USA - (+1) 918 625 3023

www.secpod.com

For Enquiries 
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Leverage Machine Learning and 
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Streamline Your IT Infrastructure: 
Eliminate Redundancies and 
Take Control of Your SBOM

Zoom In on Your IT: Uncover 
Hidden Security Risks with Precision

Track Security Controls and Spot 
Functional Deviations Instantly
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