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Remote Code Execution in Apache Log4j 
[CVE-2021-44515] (CVSS Score- 10)
The greatest setback to the 2021 holiday season was 
the unprecedented Log4j RCE in Apache. Stealing of 
data, installing malware, taking control of the system 
via the Internet

Critical Vulnerability in Mozilla’s Cryptographic 
Library [CVE-2021-43527] (CVSS Score- 9.8)
The vulnerability renders NSS vulnerable to a heap of 
overflow that handles DER-encoded DSA or RSA-PSS 
signatures. Applications running with NSS certification 
have a direct impacted

Zero-day Vulnerability in Zoho ADSelfService 
[CVE-2021-40539] (CVSS Score- 9.8)
Vulnerability can be exploited by sending a specifically 
curated request to the REST API endpoint of ADSelf-
Service plus. Attackers can perform unauthenticated 
RCE on the affected systems.

Atlassian Confluence Server [CVE-2021-26084]
(CVSS Score- 9.8)
The injection bug was found in the open-source Ob-
ject-Graph Navigation Language. Bad actors can execute 
arbitrary code on Confluence Server.

Cisco Route Vulnerabilities [CVE-2021-1609, 
CVE-2021-1610] (CVSS Score- 9.8)
The flaw affects the models, RV340, RV340W, RV354, 
and RV345P from the said vendor. The vulnerabilities 
give rise to improper validation of HTTP requests on 
routers.

Kaseya VSA Breach due to Critical Vulnerability 
[CVE-2021-30116] (CVSS Score- 9.8)
While fixing zero-day vulnerabilities, VSA began being 
exploited, and then ransomware was deployed in VSA’s 
ecosystem by REvil. Over 5,000 attack attempts took 
place across 22 countries.

Microsoft Exchange Server RCE Vulnerabilities 
[CVE-2021-28480, CVE-2021-28481, CVE-2021-28482, 
VE-2021-28483] (CVSS Score- 9.8)
These four critical vulnerabilities are deemed as pre-au-
thentication allowing attackers to authenticate vulnerable 
Exchange Server further exploiting the vulnerability.The 
flaws can be combined together to execute a bypass.

RCE in vCenter/vSphere [CVE-2021-21972]
(CVSS Score- 9.8)
Remote code execution vulnerability exists in VMware 
vCenter/vSphere that allows an unauthenticated at-
tacker to remotely execute code on the VMware 
hypervisor.

Multiple Vulnerabilities in Samba [CVE-2021-14318, 
CVE-2021-14323, CVE-2021-14729] (CVSS Score- 10)
The vulnerability allows an elevation of privilege. Further, 
the Netlogon Remote Protocol allows attackers to 
leverage a weak cryptographic algorithm to push the 
authentication process.

Flaw in Xterm allows RCE [CVE-2021-31535]
(CVSS Score- 9.8)
A missing length check in libX11 causes data from 
LookupColor requests to mess up the client-server 
communication protocol and inject malicious X server 
requests.

Annual Vulnerability Statistics 2021 

The digital transformation since the 2019 pandemic has brought a 
hybrid working model to life. But it’s not without follies, 
vulnerabilities and cyber threats have increased 20% so far!
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% of CISA’s most-known exploited 
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3rd-party Apps that SecPod 
SanerNow CyberHygiene Platform 
can Patch 8565
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SecPod is a cyber security technology company. We prevent 
cyberattacks. We do everything to prevent attacks on computing 
environment. Our product helps implement cyber hygiene 
measures so attackers have tough time piercing through.

Our SanerNow CyberHygiene platform provides continuous 
visibility to computing environment, identifies vulnerabilities and 
mis-configurations, mitigate loopholes to eliminate 
attack-surface, and helps automate these routines. Our product 
philosophy is offering simplicity and automation to make the job 
of security administrators slightly better.
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