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Introduction

In the last few days, we saw how “WannaCry”ransomware crippled 3 million Windows systems around 150 countries.
Read WannaCry Ransomware: Digital example of a perfect storm to know technical details on “WannaCry".

In this article, we will cover step by step procedure to protect against “WannaCry” ransomware using Saner Solution.

“WannaCry” Infection Method

Before we jump to a solution, we need to understand the infection method to protect against “WannaCry”.
“WannaCry” make use of “EternalBlue” exploit, which is one of the exploits leaked to the public in mid of April 2017
by a group called the Shadow Brokers. “WannaCry” exploits a vulnerability in Server Message Block 1.0 (SMBv1)
protocol (the issue is in the way that the SMBv1 server handles certain requests) and gains the ability to execute
code on the target system. To exploit this vulnerability authentication is not required.

CVE-2017-0144 CVE identifier is assigned to this vulnerability.

In response to Shadow Brokers action, Microsoft released several patches addressing several vulnerabilities.

Code Name Solution

‘EternalBlue” Wddressed by M517-010

EmeraldThread” |Addressed by M510-061

‘EternalChampion” Addressed by CVE-2017-0146 & CVE-2017-0147
"ErraticGopher” WMddressed prior to the release of Windows Vista
‘EsikmoRell" Mddressed by M514-068

‘EternalRomance” |Addressed by M517-010

‘EducatedScholar” |Addressed by MS09-050

‘EternalSynergy”  |Addressed by M517-010

"EclipsedWing” Mddressed by MS08-067

Source: blogs.technet.microsoft.com

As we can see, in the above image, vulnerability (CVE-2017-0144) used by “EternalBlue” has been addressed by
Microsoft in MS17-010 patch. This patch also addresses following CVE-2017-0143, CVE-2017-0145, CVE-2017-0146,
CVE-2017-0147 and CVE-2017-0148 additional vulnerabilities.

How to protect against “WannaCry”

There are two methods to protect against “WannaCry” ransomware,

1. Solution: Patch the vulnerability by applying MS17-010 - KB4012212 (Recommended)
2. Workaround: Disable SMBv1

In the following section, we will demonstrate how easy it is to use “Saner Solution” to protect against “WannaCry”
by applying the patch or workaround to a group of devices in a network.
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Protecting against “WannaCry” using Saner
Solution

For illustration, we have chosen “Windows 7" system as it has the highest number of users presently.

How to check if a system is affected by the CVE-2017-0144 vulnerability?

Step 1: Log into Saner Solution dashboard.
Click“Manage” section on the left tab.
Click the “"Host Name” link to see a particular system information (Figure 1).

wi

m Show[5 ¥ |entres LT R E

Unassigned Devices Host Name 1P Address MAC Address Operating System Saner Enabled Group Name o
Disabled Devices fs-win7-x32-dmo-e 135 [JI102. 168.2. 10 00-0C-29-DE0F-CC Microsoft Windows T Professio...  2.3-0.5-noui-1-exe-x6 windows 7 O
¥ Manage All Groups
~ i wi2k12-%64-dmo-e134 192.168.2.113 00-0C-29-0F-5E-7B Microsoft W wsServer20L.. 2305 86 windows server 2012
O Devices - 2 . .
windows sp-deb-5-85-299 192.185.2.116 00-0C-29-17-46-89 Debian 8.0v3.16.0-4-686-pae a...  2.3-0.4-noui-1-dpkg-x36 debian
windows server 2012 winl0-x32-dmo-e187 192.185.2.112 00-0C-29-1E-A2-FA Microsaft Windows 10,0 Home...,  2.3-0.5-noui-1-exe-x35 windows 10
it sp-ub-14.04-x64-dma 192.168.2.118 00-0C-29-D3-67-1C Ubuntu 12.04 v3.13.0-32-gener...  2.3-0.4-noui-1-dpkg-x64 ubuntu O
e spyosemite-10-l-de..,  192.168.1172 08-00-27-90-56-80 Apple Mac 05X 10.10vDarwin...  2.3-0.0-noui-1-0sx-x64 macos
spcentos-T-xBd-demo  192.168.1.112 08-00-27-57-EA-27 Cent0S 7.0v3.10.0-123 el7x86...  2.3-0.0-novi-1-rpm-164 centos
mac os
sporacle-lin«64-6133  192.168.1.119 00-0C-29-5F-08-T3 Oracle Linuy 6.4v2.6.32-400.36...  2.3-0.0-noui-1-pm-164 oracle linux
debian
dmo-win-8_1x32-€22  192.168.1.132 00-0C-29-80-96-46 Microsoft Windows 8.1 Profess...  2.3-0.3 exe-x8 windows 8.1 O
oracle linux
ga-secpod-winTtemp,.,  192.168.77.139 00-0C-29-F4-18-5F Microsoft Windows 7 Professia...  na windows 7
windows 10
Showing 1 to 10 of 10 entries Previous - Next
windows 8.1

Fig 1

Step 2: Figure 2 shows “sp-win7-x32-dmo-3135" system information as it appears in Saner Solution. This system is
used to demonstrate how to protect from “WannaCry” by fixing the CVE-2017-0144 vulnerability.

& Host Name = IP Address & MAC Address & Group
sp-win7-x32-dmo-e135 192.168.2.108 00-0C-29-DE-OF-CC windows 7
Vulnerability Statistics Compliance Statistics Custom Queries ), G
# Query Type Risk
1 BitlockerProtectionOffHosts GENERAL '
2 FirewallDisabledHosts Potential Compromise N
3 SystemU, Potential Compromise E—
a ENFDAL — o
Hardware & Software System Details
System
Operating System Microsoft Windows 7 Professienal Servi... 1P Address T32158.2 L
Devices
Processor Intel(R) Core(TM) i5-4570 CPU @ 3.20GHz
Sarvices . MAC Address 00-0C-29-DE-OF-CC
Installed Memory (RAM) 20GB [eissinine
AD-03-20-52-41-53
Pratessis System Type 32-bit Operating system, x64- based pro...
Ports
Last Scanned 2017-5-16.21:29:52(UTC+05.30) Next Scan 2017-05-17.21:18:00(UTC+05.30)

annliratinns

Fig 2

Protecting Against “WannaCry” Using Saner Solution 5Qcp Dd


https://nvd.nist.gov/vuln/detail/CVE-2017-0144

Step 3: Click “Vulnerabilities” section in the system information page. We can see the following vulnerability CVE-
2017-0144 has been reported (Figure 3), which is being exploited by “WannaCry” to enter the system.

aE -

Services : B s

Processes

Description Details Severity
Ports Information disclosure vulnerability in Google Chrome, Mozilla products, Oracle JavaSE and Silverlight via a crafted JPEG  CVE-2013-5525

image
Applications

Memory carruption vulnerability in Microsoft graphics component in Windows - CVE-2014-0263 CVE-2014-0263 Critical
Patches Information disclosure vulnerability in Graphics Component in Microsoft Windows - CVE-2014-6355

Vulnerabilities Security feature bypass vulnerability in group policy application - CVE-2015-0009

Elevation of privilege vulnerability in Windows create process - CVE-2015-0062

Compliance

Information disclosure vulnerability in graphics companent in Microsoft Windows - CVE-2015-0061 CVE
Audit Log

Elevation of privilege Vulnerability in the kemel-mode driver in Microsoft Windows - CVE-2015-0003 CVE-2015-0003
Security feature bypass vulnerability in the CNG kernel-mode driver in Microsoft Windows - CVE-2015-0010 CVE-2015-

Elevation of privilege Vulnerability in the kemel-mode driver in Microsoft Windows - CVE-2015-0057 E-2015

Windows SMB Remote Code Execution Vulnerability - CVE-2017-0143 CVE-2017-0143 Criical

indows SMB Remote Code Execution Vulnerability - CVE-2017-01: CVE-2017-0144 Critical
Pl

Windows SME Remote Code Execution Vulnerability - CVE-2017-0145 CVE-2017-0145 Critical

Windows SMB Remote Code Execution Vulnerability - CYE-2017-0146 CVE-2017-0146 Critical

windows SMB Information Disclosure Vulnerability - CVE-2017-0147 CVE-2017-0147

Windows SMB Remote Code Execution Vulnerability - CVE-2017-0148 CVE-201° Critical

Fig 3

Step 4: Click “Patches” (Figure 4).
Click “Missing Patches” tab.
We can see the following patch KB4012212 needs to be installed to protect from “WannaCry".

(2] 0"  spdamo

System Installed Patches Missing Patches
Devices . P -
Name Title Description Size Restart Status
Services cce-10154-3-patch.inf Microsoft Windows 7 Update for cce-10154-3-patch.inf  4KB FALSE
Processes cce-8806-2-patchiinf Microsoft Windows 7 Update for cce-8806-2-patch.inf  4KB FALSE
cce-9534-9-patchinf Microsoft Windows 7 Update for cce-9534-9-patch.inf ~ 4KB FALSE
Ports
cce-9736-0-patchiinf Microsoft Windows 7 Update for cce-9736-0-patch.inf 4KB FALSE
Applications
cce-9456-5-patch.inf Microsoft Windows 7 Update for cce-9456-5-patch.inf 4KB FALSE
m cce-9136-3-patch.inf Microsoft Windows 7 Update for cce-3136-3-patch.inf 4KB FALSE
vulnerabilities cce-9487-0-patch.inf Microsoft Windows 7 Update for cce-9487-0-patchinf  4KB FALSE
cce-10438-0-patch.inf Microsoft Windows 7 Update for cce-10438-0-patch.inf  4KB FALSE
Compliance
cce-9829-3-patch.inf Microsoft Windows 7 Update for cce-9829-3-patch.inf 4KB FALSE
KB3205394 December, 2016 Security Only...  Update for KB3205394 5.0MiB FALSE
January, 2017 Security Only Qu... Update for KB3212642 433.0KiB FALSE
<BAD arch, 2017 Security Only QualiillUpdate for KB4012212) 3.0MiB FALSE
rdl=)
KB4014985 April, 2017 Security Only Upda...  Update for KB4014985 ug FALSE
April, 2017 Security Only Quali...  Update for KB4015546 3.0MiB FALSE

Fig 4
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How to remediate CVE-2017-0144 vulnerability using Saner Solution?

Step 1: Click “CMD & Ctrl” section on the left tab.
Click “Create Command” (Figure 5).

Command and Control

>_ CMD &Ctrl
Name Type Description Date

Create Command
create new command

Status ¥4 Edit

£ conf ion RemediateThunderbird Remediation Job Remediate Mozilla Thunderbird 2017/04/13 16:36:50  Completed 0 outof 1 a

Fig 5

Step 2: Click “Remediation”icon as shown in figure 6.

Create Command

CMD & Ctrl

U £ (=)

Remediation Application Control Device Control

Configuration

o, o &

Process Registry Security

- 5~ [\

System TuneUp Software Deployment

Fig 6

Step 3: Select “Remediation Job” from the drop-down list as shown in figure 7.

ion*
Action Remediation Rule

Remediation Rule

Remediation Job

Select Groups Yon Vulnerable Assets

centos List of applications to apply rule
debian

mac os

ubuntu

windows 10

windows 7

windows 8.1

i )

windows server 2012

o

Fig 7
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Step 4: Select all the “groups” or a specific “device” inside the group for which the patch needs to be applied. For
example, “sp-win7-x32-dmo-e135” device under “Windows 7" group.

Click the arrow button in the middle. It will display a message “click to see patches and devices” to view patches
and devices (Figure 8).

ion*
Action Remediation Job

Based on groups Based on assets

Select Groups/Devices Vulnerable/Mon-Compliant Assets

v [ centos List of assets to remediate

> [] debian

» [ macos

> [ oracle linux

r [ ubuntu

> [] windows 10

a windows 7
Sp-win7-x32-dmo-e135

» [ windows 8.1 click to see patches and devices

> [] windows server 2012

--select time to apply™-- ¥

Fig 8

Step 5: Select patch “Microsoft Windows” -> “Vendor Upgrade” for a specific Windows you want to patch. For
example, select “Microsoft Windows 7 sp1 x86" -> “Vendor upgrade” as shown figure 9.

ion*
Action Remediation Job

Based on groups Based on assets

Vulnerable/Non-Compliant Assets
Microsoft MET Framework 3.5 spl
Microsoft .NET Framework 4.5 SP2
Microsoft internet Explorer 8
Microsoft Windows 7 spl x86
+| Vendor Upgrade
Microsoft Windows 7 x86
Microsoft Windows Defender

Microsoft Windows Media Center TV
Pack

;! Microsaft XMI Core Servieas 3.0

--selecttime to apply™- ¥

Fig 9
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Step 6 (Optional): Click“?” next to “Vendor Upgrade” to see the patches included. For example, we need to apply
“KB4012212" which is included in the “Microsoft Windows 7 sp1 x86" patch, as shown in figure 10.

ey
Action Remediation Job

Based on groups

Microsoft Windows 7 sp1 x86

Date
Patchsize 2497198 Reboot required YES

Description  |Update for KB3212642
Update for KB4012212
Update for KB4014385

Instructions | This is an OS remediation. SecPod Saner willinstall all updates for this product silently. SecPod

|ennamuillbalin cnme afiindatinm this mendustsn Lnbast masshes

Prerequisites | peyices should up and running and patch server should be up-to-date.

Microsoft Windows Defender

Microsoft Windows Media Center TV
Pack

. Micrasaft XMI Core Services 3.0

--selecttime to apply*-- ¥

Fig 10

Step 7: Select “select time to apply” from the drop-down list. The patch can be applied immediately, after a
scheduled scan or at a custom time.

Enter“Job name”and “Job Description”in the text box. For example, here the job name is
“WannaCryPatchRemJob” as shown in figure 11.

ion®
Action Remediation Job

Based on groups Based on assets

Vulnerable/Non-Compliant Assets

Microsoft .NET Framework 3.5 spl
Microsoft NET Framework 4.5 5P2
Microsoft Internet Explorer 8
Microsoft Windows T sp1 x86
| Vendor Upgrade

+ Microsoft Windows T x86

&y Microsoft Windows Defender

--select time to apply™—-
after scheduled scan

immediate | Micrasaft XMI Core Servicas 3.0

custom |

Pack

T ‘ Microsoft Windows Media Center TV

WannaCryPat Remediation Job For War --selecttime to apply™— ¥

Fig 11
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Step 8: Click“Add” button to create “Remediation Job’ as shown in figure 12.

sow
Action Remediation Job

Based on groups Based on assets

Vulnerable/Non-Compliant Assets

Microsoft NET Framework 3.5 spl
Microsoft .NET Framework 4.5 5P2
Microsoft Internet Explorer 8
Microsoft Windows 7 sp1 %86

+ | Vendor Upgrade

Microsoft Windows 7 %86
Microsoft Windows Defender

Microsoft Windows Media Center TV
Pack

- Mirrasaft XMI Core Services 3.0

WannaCryPat Remediation Job For War immediate A m

Fig 12

Step 9: Remediation job with “WannaCryPatchRemJob” name is created successfully, as shown in figure 13.

Command and Control

5 v

_ CMD &Ctrl = e ¥
Name Type Description Date Status" Edit

Remediation Job Remediate Mozilla Thunderbird 2017/04/1316:36:50  Completed 0 outof 1 n
Remediation Job Remediation Job For WannaCry 2017/05/1713:49:19  Completed 0 outof 1 n
Fig 13

Step 10 (Optional): To see the status of the remediation job click on status, for example, “Completed 0 out of 1”as
shown in figure 14.

Command and Control

57

>_ CMD &Ctrl
Name Type Description Date Status #¢ Edit

L C 1 RemediateThunderbird Remediation Job Remediate Mozilla Thunderbird 2017/04/1316:36:50 Completed 0 outof 1 n
3 e e e e Remediation Job Remediation Job For WannaCry 2017/05/1713:49:19  Completed 0 outof 1 n

N Threat Feed
Fig 14
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Step 11 (Optional): Remediation status shows overall status as “ongoing” and specific patch as “queue” (Figure 15).

WannaCryPatchRemJob Status

(") indicates that remediation verification is pending

Search:

Host Name | Overall Status

sp-winT-x32-dmeo-e135 ongoing

# 1 Application Patch Status Reason

: 3 Microsoft Windows 7 spl x86 Microsoft Windows 7 spl x86

Z = !

Showing 1to 1of 1 entries

1entries

Fig 15

Step 12: Successful remediation requires a reboot. If the overall remediation job status says “reboot needed”
(Figure 16), then reboot the systems to continue the remediation process.

WannaCryPatchRemJob Status

(*) indicates that remediation verification is pending

Search:

Host Name i Overall Status

sp-win7-x32-dmo-e135 reboot needed

1= Application Patch Status Reason

Microsoft Windows 7 sp1 x86 KB3004375 KB3004361 KB30 To continue remediation, please r
35132 KE3030377,8303512 4 o ebestthesysem.
6,KB3042553,KB3046262 K63
045685,KB3061518,KB30556
42 KB3031432 KB3059317 KB
3067903, KB3067904,KB3046
017,KB3060716,KB3071756 K
B3075220,KE307T6895,K8307
8501,KB3084135,KB3086255,

KB3080446,K83093513 K831
01722 KB3092601 KB310838
1,KB3109103 KB3108371 KB3
1086564,KB3109560 KB31103
29.KB3115858 KE312858T KB

Fig 16

Step 13: Once the remediation job is successful, the overall status changes to “success” (Figure 17).

WannaCryPatchRemJob Status

(*) indicates that remediation verification is pending

Search:

Host Name Overall Status

] sp-winT-x32-dmo-e135

1 entries

Fig 17

Step 14: To verify "CVE-2017-0144" vulnerability is fixed or not follow step 3. Search “CVE-2017-0144" It should not
be listed in the Vulnerability section.
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About Us

SecPod Technologies creates cutting edge products to ensure endpoint security. SecPod’s deep information security expertise
exceptionally positions the company to help solve complex endpoint security challenges. Headquartered in Bangalore with
operations in USA, SecPod’s products are deployed across diversified verticals.

Contact Us

Web: www.secpod.com Tel: +91-80-4121 4020
Email: info@secpod.com +1-918-625-3023
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