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1. Vulnerability Statistics

A representation of vulnerability distribution based on severity.

2. Impacted Hosts (Vulnerabilities)

The number of vulnerable and non-vulnerable devices.

3. Impacted Assets (Vulnerabilities)

The number of vulnerable and non-vulnerable assets.

4. Vulnerable Hosts

A list of vulnerable hosts with severity details.

Host Name Group ID Vulnerabilities Critical High Medium Low

qa-custom-ubuntux64-14 new_group5 2186 204 1111 744 127

vm-win10-pro-34.trs. windows 10 233 5 177 50 1
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Host Name Group ID Vulnerabilities Critical High Medium Low

secpod

sp-centos-7-x64 centos 46 4 26 16 0

sp-nagraj-laptop Win10 15 0 13 2 0

5. Vulnerable Assets

A list of vulnerable assets with vulnerability details.

Asset Total Instances Vulnerable Instances

Microsoft Windows 10 21h2 x64 1 1

linux-image 1 1

linux-image-generic-4.15 1 1

firefox 1 1

thunderbird 1 1

libmagickcore-6.q16-3 1 1

libmagickwand-6.q16-3 1 1

imagemagick 1 1

libwebkit2gtk-4.0-37 1 1

libswresample2 1 1

libavcodec57 1 1

libjavascriptcoregtk-4.0-18 1 1

gir1.2-webkit2-4.0 1 1

gir1.2-javascriptcoregtk-4.0 1 1

libavutil55 1 1

python3-problem-report 1 1

python-perf 1 1

libexempi3 1 1

libcurl4 1 1

curl 1 1

intel-microcode 1 1

libtiff5 1 1

python3-pil 1 1

libopenexr22 1 1

libcurl3-gnutls 1 1

libexpat1 1 1

xxd 1 1

libldap-common 1 1

libldap-2.4-2 1 1

vim 1 1

libgs9 1 1

ghostscript 1 1

libwebp6 1 1

libwebpmux3 1 1

dnsmasq 1 1

libwebpdemux2 1 1

locales 1 1

multiarch-support 1 1

libssl1.1 1 1

libc-bin 1 1

libexiv2-14 1 1
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Asset Total Instances Vulnerable Instances

openssl 2 2

libc-dev-bin 1 1

libc6 1 1

busybox 1 1

xserver-common 1 1

gstreamer1.0-plugins-good 1 1

libntfs-3g88 1 1

xserver-xorg-legacy 1 1

libxml2 1 1

xserver-xephyr 1 1

gstreamer1.0-gtk3 1 1

libgstreamer-plugins-good1.0-0 1 1

xserver-xorg-core 1 1

gstreamer1.0-pulseaudio 1 1

xwayland 1 1

ntfs-3g 1 1

poppler-utils 1 1

libdns1100 1 1

dnsutils 1 1

libdns-export1100 1 1

liblwres160 1 1

python3.6 1 1

libisccfg160 1 1

libpython3.6 1 1

Oracle VM VirtualBox 6.1.x x64 1 1

libbind9-160 1 1

libirs160 1 1

libisc-export169 1 1

libpoppler73 1 1

libpoppler-glib8 1 1

libisc169 1 1

bind9 1 1

libisccc160 1 1

samba 1 1

libpython2.7 1 1

ure 1 1

python2.7 1 1

libssl1.0.0 1 1

fonts-opensymbol 1 1

libbluetooth3 1 1

libreoffice 1 1

uno-libs3 1 1

libsmbclient 1 1

7-zip x86 1 1

libwbclient0 1 1

bluez 1 1

libdjvulibre-text 1 1

Adobe Acrobat Reader DC 2020 Classic 1 1

kernel 1 1
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Asset Total Instances Vulnerable Instances

snapd 1 1

libsnmp30 1 1

libsnmp-base 1 1

libdjvulibre21 1 1

unzip 1 1

libasn1-8-heimdal 1 1

libfreerdp2-2 1 1

libfreerdp-client2-2 1 1

libhcrypto4-heimdal 1 1

libgnome-autoar-0-0 1 1

libklibc 1 1

cron 1 1

libwinpr2-2 1 1

libnss3 1 1

libgssapi3-heimdal 1 1

libcurl3 1 1

libkrb5-26-heimdal 1 1

libwind0-heimdal 1 1

libglib2.0-data 1 1

libheimntlm0-heimdal 1 1

libhx509-5-heimdal 1 1

libfreetype6 1 1

libheimbase1-heimdal 1 1

libglib2.0-bin 1 1

libglib2.0-0 1 1

dbus 1 1

klibc-utils 1 1

libsepol1 1 1

libroken18-heimdal 1 1

libdbus-1-3 1 1

libcups2 1 1

libgd3 1 1

libcupsimage2 1 1

libcaca0 1 1

libcupsmime1 1 1

libnss-myhostname 1 1

isc-dhcp-common 1 1

udev 1 1

libpam-systemd 1 1

libcupsppdc1 1 1

tar 1 1

libfribidi0 1 1

systemd 2 2

libnss-systemd 1 1

python 1 1

libsystemd0 1 1

networkd-dispatcher 1 1

libcupscgi1 1 1

libnettle6 1 1
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Asset Total Instances Vulnerable Instances

libudev1 1 1

libhogweed4 1 1

libp11-kit0 1 1

libjpeg-turbo8 1 1

libqt5svg5 1 1

cups 1 1

p11-kit 1 1

wpasupplicant 1 1

python3-lxml 1 1

libldb1 1 1

isc-dhcp-client 1 1

ca-certificates 1 1

xdg-utils 1 1

libqt5sql5 1 1

qt5-gtk-platformtheme 1 1

squashfs-tools 1 1

python3-louis 1 1

libzstd1 1 1

gnupg 1 1

sudo 1 1

python3-apt 1 1

libqt5dbus5 1 1

python3-aptdaemon 1 1

libbinutils 1 1

libgnutls-openssl27 1 1

libgcrypt20 1 1

bind 1 1

libsqlite3-0 1 1

gpg 1 1

libqt5test5 1 1

libqt5gui5 1 1

liblouis-data 1 1

zlib1g 1 1

python-apt 1 1

libqt5network5 1 1

libqt5widgets5 1 1

libqt5core5a 1 1

binutils 1 1

aptdaemon 1 1

rsync 1 1

libpcre3 1 1

tcpdump 1 1

dirmngr 1 1

libxslt1.1 1 1

libqpdf21 1 1

liblouis14 1 1

qpdf 1 1

libgnutls30 1 1

libx11-6 1 1
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e2fslibs 1 1

libraptor2-0 1 1

libavahi-client3 1 1

rsyslog 1 1

gir1.2-gst-plugins-base-1.0 1 1

libvncclient1 1 1

libapt-pkg5.0 1 1

gnome-keyring 1 1

xterm 1 1

avahi-daemon 1 1

libwayland-client0 1 1

rsync 1 1

libinput-bin 1 1

gstreamer1.0-plugins-base 1 1

avahi-autoipd 1 1

libkrb5-3 1 1

libsasl2-modules 1 1

gzip 1 1

libgssapi-krb5-2 1 1

libcomerr2 1 1

libwayland-egl1 1 1

libproxy1-plugin-networkmanager 1 1

libperl5.26 1 1

libproxy1-plugin-gsettings 1 1

libpulse0 1 1

libgrilo-0.3-0 1 1

liblzma5 1 1

libpulse-mainloop-glib0 1 1

libdpkg-perl 1 1

python3-xdg 1 1

libgstreamer-plugins-base1.0-0 1 1

libinput10 1 1

ssh 1 1

gstreamer1.0-alsa 1 1

libwayland-server0 1 1

git 1 1

gstreamer1.0-x 1 1

python-xdg 1 1

libcom-err2 1 1

xz-utils 1 1

libx11-xcb1 1 1

passwd 1 1

libsasl2-2 1 1

bash 1 1

open-vm-tools 1 1

libavahi-glib1 1 1

libspeexdsp1 1 1

libk5crypto3 1 1

libproxy1v5 1 1
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Asset Total Instances Vulnerable Instances

python3-mako 1 1

aspell 1 1

gedit 1 1

file-roller 1 1

libwayland-cursor0 1 1

libpolkit-gobject-1-0 1 1

krb5-locales 1 1

libpolkit-backend-1-0 1 1

openssh-server 1 1

xz 1 1

libgstreamer-gl1.0-0 1 1

libksba8 1 1

perl 1 1

openssh-client 1 1

libspeex1 1 1

login 1 1

e2fsprogs 1 1

libpulsedsp 1 1

libkrb5support0 1 1

libx11-data 1 1

libhttp-daemon-perl 1 1

python3-jwt 1 1

libavahi-gobject0 1 1

libicu60 1 1

libwavpack1 1 1

libavahi-common-data 1 1

postgresql 1 1

cpio 1 1

policykit-1 1 1

libavahi-core7 1 1

vino 1 1

apt 1 1

libsndfile1 1 1

libaspell15 1 1

avahi-utils 1 1

libgmp10 1 1

dpkg 1 1

pulseaudio 1 1

gstreamer1.0-gl 1 1

expat 1 1

libapt-inst2.0 1 1

openssh-sftp-server 1 1

gir1.2-polkit-1.0 1 1

liblz4-1 1 1

libext2fs2 1 1

libss2 1 1

libavahi-ui-gtk3-0 1 1

libavahi-common3 1 1

libpolkit-agent-1-0 1 1
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6. Vulnerability based on CVSS

Identified vulnerabilities based of their principal characteristics.

7. High Fidelity Attacks

A list of vulnerabilities that are prone to known malware attacks a.k.a. high-fidelity attacks.

Attacks Hosts References

Apple MacOS Active Exploits(MVE-000449) 1 5

Baron Samedit(MVE-000385) 1 1

DazzleSpy Spyware(MVE-000477) 1 1

Emissary Panda APT(MVE-000202) 1 1

Firefox Active Exploits(MVE-000276) 1 2

Follina(MVE-000517) 1 1

Insekt RAT(MVE-000557) 1 1

Knotweed APT(MVE-000540) 1 1

LOWZERO Backdoor(MVE-000551) 1 1

Microsoft Exchange Server Active Exploits(MVE-000461) 1 1

Microsoft Windows Active Exploits(MVE-000355) 1 8

Mozilla Thunderbird Active Exploits(MVE-000498) 1 2

MuddyWater APT(MVE-000182) 1 1

Operation Muzabi(MVE-000426) 1 1

Qakbot(MVE-000058) 1 1

Rozena Backdoor(MVE-000531) 1 1

ScamClub Group(MVE-000391) 1 1

Spectre(MVE-000096) 1 1

SubZero Malware(MVE-000539) 1 1

TA413 APT(MVE-000552) 1 1

Tails Active Exploits(MVE-000513) 1 2

VMWare Active Exploits(MVE-000377) 1 1

Web Shell Malware(MVE-000330) 1 1

WoodyRAT(MVE-000542) 1 1

XFiles Malware(MVE-000526) 1 1
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8. Vulnerability Aging Graph

The number of vulnerabilities identified based on time.

9. Vulnerability Mitigation Statistics

The impact of patching applications and operating systems.

Patches Hosts Risks

279 4 2444

10. Patch Statistics

A list of patches and the number of vulnerable instances.

Asset Patch Total Instances Hosts

libblkid libblkid 1 sp-centos-7-x64

firefox firefox 1 qa-custom-ubuntux64-14
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Asset Patch Total Instances Hosts

xserver-common xserver-common 1 qa-custom-ubuntux64-14

file-libs file-libs 1 sp-centos-7-x64

gnupg-l10n gnupg-l10n 1 qa-custom-ubuntux64-14

bluez bluez 1 qa-custom-ubuntux64-14

ubuntu-release-upgrader-core ubuntu-release-upgrader-core 1 qa-custom-ubuntux64-14

libisc169 libisc169 1 qa-custom-ubuntux64-14

libwhoopsie0 libwhoopsie0 1 qa-custom-ubuntux64-14

libarchive13 libarchive13 1 qa-custom-ubuntux64-14

libhogweed4 libhogweed4 1 qa-custom-ubuntux64-14

nss nss 1 sp-centos-7-x64

xz xz 1 sp-centos-7-x64

libreoffice-style-breeze libreoffice-style-breeze 1 qa-custom-ubuntux64-14

ure ure 1 qa-custom-ubuntux64-14

libirs160 libirs160 1 qa-custom-ubuntux64-14

Microsoft Windows 10 21h2 x64 KB5018427 1 sp-nagraj-laptop

libsqlite3-0 libsqlite3-0 1 qa-custom-ubuntux64-14

libavcodec57 libavcodec57 1 qa-custom-ubuntux64-14

libgstreamer-gl1.0-0 libgstreamer-gl1.0-0 1 qa-custom-ubuntux64-14

libmagickwand-6.q16-3 libmagickwand-6.q16-3 1 qa-custom-ubuntux64-14

libldap-common libldap-common 1 qa-custom-ubuntux64-14

libasound2-data libasound2-data 1 qa-custom-ubuntux64-14

libhttp-daemon-perl libhttp-daemon-perl 1 qa-custom-ubuntux64-14

linux-headers-generic linux-headers-generic 1 qa-custom-ubuntux64-14

libcom-err2 libcom-err2 1 qa-custom-ubuntux64-14

libwayland-client0 libwayland-client0 1 qa-custom-ubuntux64-14

tzdata tzdata 1 qa-custom-ubuntux64-14

libx11-xcb1 libx11-xcb1 1 qa-custom-ubuntux64-14

isc-dhcp-common isc-dhcp-common 1 qa-custom-ubuntux64-14

grub-common grub-common 1 qa-custom-ubuntux64-14

libvncclient1 libvncclient1 1 qa-custom-ubuntux64-14

kexec-tools kexec-tools 1 sp-centos-7-x64

plymouth-scripts plymouth-scripts 1 sp-centos-7-x64

bluez-cups bluez-cups 1 qa-custom-ubuntux64-14

libapt-pkg5.0 libapt-pkg5.0 1 qa-custom-ubuntux64-14

python-apt python-apt 1 qa-custom-ubuntux64-14

imagemagick-6.q16 imagemagick-6.q16 1 qa-custom-ubuntux64-14

networkd-dispatcher networkd-dispatcher 1 qa-custom-ubuntux64-14

ubuntu-drivers-common ubuntu-drivers-common 1 qa-custom-ubuntux64-14

libfribidi0 libfribidi0 1 qa-custom-ubuntux64-14

glibc-headers glibc-headers 1 sp-centos-7-x64

libcurl3 libcurl3 1 qa-custom-ubuntux64-14

grub2-tools grub2-tools 1 sp-centos-7-x64

libxslt libxslt 1 sp-centos-7-x64

initramfs-tools initramfs-tools 1 qa-custom-ubuntux64-14

aspell aspell 1 qa-custom-ubuntux64-14

libzstd1 libzstd1 1 qa-custom-ubuntux64-14

gstreamer1.0-gl gstreamer1.0-gl 1 qa-custom-ubuntux64-14

ghostscript-x ghostscript-x 1 qa-custom-ubuntux64-14

device-mapper-libs device-mapper-libs 1 sp-centos-7-x64
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python-xdg python-xdg 1 qa-custom-ubuntux64-14

ssh-askpass-gnome ssh-askpass-gnome 1 qa-custom-ubuntux64-14

kbd-legacy kbd-legacy 1 sp-centos-7-x64

php-mysqlnd php-mysqlnd 1 sp-centos-7-x64

libavutil55 libavutil55 1 qa-custom-ubuntux64-14

xterm xterm 1 qa-custom-ubuntux64-14

libavahi-ui-gtk3-0 libavahi-ui-gtk3-0 1 qa-custom-ubuntux64-14

libpolkit-gobject-1-0 libpolkit-gobject-1-0 1 qa-custom-ubuntux64-14

rsync rsync 1 sp-centos-7-x64

python3.6 python3.6 1 qa-custom-ubuntux64-14

libreoffice-style-tango libreoffice-style-tango 1 qa-custom-ubuntux64-14

openssh-sftp-server openssh-sftp-server 1 qa-custom-ubuntux64-14

libperl5.26 libperl5.26 1 qa-custom-ubuntux64-14

libasound2 libasound2 1 qa-custom-ubuntux64-14

bind-libs-lite bind-libs-lite 1 sp-centos-7-x64

kpartx kpartx 1 sp-centos-7-x64

software-properties-common software-properties-common 1 qa-custom-ubuntux64-14

ubuntu-release-upgrader-gtk ubuntu-release-upgrader-gtk 1 qa-custom-ubuntux64-14

cups-ipp-utils cups-ipp-utils 1 qa-custom-ubuntux64-14

gir1.2-webkit2-4.0 gir1.2-webkit2-4.0 1 qa-custom-ubuntux64-14

libreoffice-gtk3 libreoffice-gtk3 1 qa-custom-ubuntux64-14

ghostscript ghostscript 1 qa-custom-ubuntux64-14

open-vm-tools open-vm-tools 1 sp-centos-7-x64

libwavpack1 libwavpack1 1 qa-custom-ubuntux64-14

ufw ufw 1 qa-custom-ubuntux64-14

libzip5 libzip5 1 sp-centos-7-x64

pulseaudio-utils pulseaudio-utils 1 qa-custom-ubuntux64-14

libsnmp30 libsnmp30 1 qa-custom-ubuntux64-14

fwupd fwupd 1 qa-custom-ubuntux64-14

linux-firmware linux-firmware 1 qa-custom-ubuntux64-14

OpenSSH empty 2 192.168.2.43

libk5crypto3 libk5crypto3 1 qa-custom-ubuntux64-14

libmount libmount 1 sp-centos-7-x64

libx11-data libx11-data 1 qa-custom-ubuntux64-14

p11-kit p11-kit 1 qa-custom-ubuntux64-14

imagemagick imagemagick 1 qa-custom-ubuntux64-14

libcaca0 libcaca0 1 qa-custom-ubuntux64-14

libpcre3 libpcre3 1 qa-custom-ubuntux64-14

gir1.2-gstreamer-1.0 gir1.2-gstreamer-1.0 1 qa-custom-ubuntux64-14

libreoffice-style-galaxy libreoffice-style-galaxy 1 qa-custom-ubuntux64-14

tar tar 1 qa-custom-ubuntux64-14

e2fslibs e2fslibs 1 qa-custom-ubuntux64-14

plymouth-core-libs plymouth-core-libs 1 sp-centos-7-x64

python-libs python-libs 1 sp-centos-7-x64

qpdf qpdf 1 qa-custom-ubuntux64-14

policykit-1 policykit-1 1 qa-custom-ubuntux64-14

libaudit1 libaudit1 1 qa-custom-ubuntux64-14

thunderbird-locale-en-us thunderbird-locale-en-us 1 qa-custom-ubuntux64-14

libreoffice-math libreoffice-math 1 qa-custom-ubuntux64-14
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systemd-libs systemd-libs 1 sp-centos-7-x64

libbluetooth3 libbluetooth3 1 qa-custom-ubuntux64-14

python3-apt python3-apt 1 qa-custom-ubuntux64-14

samba-libs samba-libs 1 qa-custom-ubuntux64-14

cups-daemon cups-daemon 1 qa-custom-ubuntux64-14

systemd systemd 1 qa-custom-ubuntux64-14

python3-pil python3-pil 1 qa-custom-ubuntux64-14

mutter-common mutter-common 1 qa-custom-ubuntux64-14

bash bash 1 qa-custom-ubuntux64-14

wpasupplicant wpasupplicant 1 qa-custom-ubuntux64-14

dnsmasq-base dnsmasq-base 1 qa-custom-ubuntux64-14

xz-libs xz-libs 1 sp-centos-7-x64

libgnutls30 libgnutls30 1 qa-custom-ubuntux64-14

krb5-libs krb5-libs 1 sp-centos-7-x64

vim-runtime vim-runtime 1 qa-custom-ubuntux64-14

kernel-tools-libs kernel-tools-libs 1 sp-centos-7-x64

udev udev 1 qa-custom-ubuntux64-14

libbind9-160 libbind9-160 1 qa-custom-ubuntux64-14

aptdaemon-data aptdaemon-data 1 qa-custom-ubuntux64-14

xwayland xwayland 1 qa-custom-ubuntux64-14

nspr nspr 1 sp-centos-7-x64

libisc-export169 libisc-export169 1 qa-custom-ubuntux64-14

linux-image linux-image 1 qa-custom-ubuntux64-14

php php 1 sp-centos-7-x64

cups-client cups-client 1 qa-custom-ubuntux64-14

php-pecl-zip php-pecl-zip 1 sp-centos-7-x64

python3.6-minimal python3.6-minimal 1 qa-custom-ubuntux64-14

liblwres160 liblwres160 1 qa-custom-ubuntux64-14

libsystemd0 libsystemd0 1 qa-custom-ubuntux64-14

lz4 lz4 1 sp-centos-7-x64

gpgsm gpgsm 1 qa-custom-ubuntux64-14

sed sed 1 sp-centos-7-x64

libnotify4 libnotify4 1 qa-custom-ubuntux64-14

centos-release centos-release 1 sp-centos-7-x64

e2fsprogs-l10n e2fsprogs-l10n 1 qa-custom-ubuntux64-14

libappindicator3-1 libappindicator3-1 1 qa-custom-ubuntux64-14

libpython3.6-stdlib libpython3.6-stdlib 1 qa-custom-ubuntux64-14

libsmartcols libsmartcols 1 sp-centos-7-x64

liblouis14 liblouis14 1 qa-custom-ubuntux64-14

libpulse0 libpulse0 1 qa-custom-ubuntux64-14

util-linux util-linux 1 sp-centos-7-x64

libqt5dbus5 libqt5dbus5 1 qa-custom-ubuntux64-14

firefox-locale-en firefox-locale-en 1 qa-custom-ubuntux64-14

bash bash 1 sp-centos-7-x64

imagemagick-6-common imagemagick-6-common 1 qa-custom-ubuntux64-14

gir1.2-notify-0.7 gir1.2-notify-0.7 1 qa-custom-ubuntux64-14

libnss-systemd libnss-systemd 1 qa-custom-ubuntux64-14

libpam-modules-bin libpam-modules-bin 1 qa-custom-ubuntux64-14

python3-aptdaemon python3-aptdaemon 1 qa-custom-ubuntux64-14
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libext2fs2 libext2fs2 1 qa-custom-ubuntux64-14

command-not-found-data command-not-found-data 1 qa-custom-ubuntux64-14

libldb1 libldb1 1 qa-custom-ubuntux64-14

rsyslog rsyslog 1 sp-centos-7-x64

expat expat 1 sp-centos-7-x64

mutter mutter 1 qa-custom-ubuntux64-14

nss-softokn nss-softokn 1 sp-centos-7-x64

gpgv gpgv 1 qa-custom-ubuntux64-14

gpg gpg 1 qa-custom-ubuntux64-14

busybox busybox 1 qa-custom-ubuntux64-14

cpio cpio 1 qa-custom-ubuntux64-14

libseccomp2 libseccomp2 1 qa-custom-ubuntux64-14

libreoffice libreoffice 1 qa-custom-ubuntux64-14

libp11-kit0 libp11-kit0 1 qa-custom-ubuntux64-14

7-zip x86 7-zip-22.00-x86.exe 1 sp-nagraj-laptop

nss-tools nss-tools 1 sp-centos-7-x64

gir1.2-gst-plugins-base-1.0 gir1.2-gst-plugins-base-1.0 1 qa-custom-ubuntux64-14

iproute iproute 1 sp-centos-7-x64

libpoppler-glib8 libpoppler-glib8 1 qa-custom-ubuntux64-14

gstreamer1.0-pulseaudio gstreamer1.0-pulseaudio 1 qa-custom-ubuntux64-14

glibc glibc 1 sp-centos-7-x64

snapd snapd 1 qa-custom-ubuntux64-14

cups cups 1 qa-custom-ubuntux64-14

bind-license bind-license 1 sp-centos-7-x64

xserver-xephyr xserver-xephyr 1 qa-custom-ubuntux64-14

kernel kernel 1 sp-centos-7-x64

libreoffice-base-core libreoffice-base-core 1 qa-custom-ubuntux64-14

libbinutils libbinutils 1 qa-custom-ubuntux64-14

libgssapi-krb5-2 libgssapi-krb5-2 1 qa-custom-ubuntux64-14

cups-common cups-common 1 qa-custom-ubuntux64-14

expat-devel expat-devel 1 sp-centos-7-x64

libgstreamer1.0-0 libgstreamer1.0-0 1 qa-custom-ubuntux64-14

libwayland-cursor0 libwayland-cursor0 1 qa-custom-ubuntux64-14

tzdata tzdata 1 sp-centos-7-x64

grub2-common grub2-common 1 sp-centos-7-x64

libavahi-glib1 libavahi-glib1 1 qa-custom-ubuntux64-14

gir1.2-snapd-1 gir1.2-snapd-1 1 qa-custom-ubuntux64-14

grub-pc-bin grub-pc-bin 1 qa-custom-ubuntux64-14

gdbserver gdbserver 1 qa-custom-ubuntux64-14

dnsutils dnsutils 1 qa-custom-ubuntux64-14

remi-release remi-release 1 sp-centos-7-x64

php-ldap php-ldap 1 sp-centos-7-x64

Apache Log4j empty 2 192.168.2.43, 192.168.1.1

libsndfile1 libsndfile1 1 qa-custom-ubuntux64-14

libgnome-autoar-0-0 libgnome-autoar-0-0 1 qa-custom-ubuntux64-14

libnettle6 libnettle6 1 qa-custom-ubuntux64-14

gpgconf gpgconf 1 qa-custom-ubuntux64-14

php-xml php-xml 1 sp-centos-7-x64

initscripts initscripts 1 sp-centos-7-x64
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teamd teamd 1 sp-centos-7-x64

openssh-server openssh-server 1 qa-custom-ubuntux64-14

libexempi3 libexempi3 1 qa-custom-ubuntux64-14

python3-aptdaemon.gtk3widgets python3-aptdaemon.gtk3widgets 1 qa-custom-ubuntux64-14

gstreamer1.0-tools gstreamer1.0-tools 1 qa-custom-ubuntux64-14

xserver-xorg-legacy xserver-xorg-legacy 1 qa-custom-ubuntux64-14

binutils-common binutils-common 1 qa-custom-ubuntux64-14

pulseaudio-module-bluetooth pulseaudio-module-bluetooth 1 qa-custom-ubuntux64-14

dnsmasq dnsmasq 1 qa-custom-ubuntux64-14

libgcrypt20 libgcrypt20 1 qa-custom-ubuntux64-14

libdns1100 libdns1100 1 qa-custom-ubuntux64-14

libpolkit-backend-1-0 libpolkit-backend-1-0 1 qa-custom-ubuntux64-14

dracut dracut 1 sp-centos-7-x64

thunderbird-locale-en thunderbird-locale-en 1 qa-custom-ubuntux64-14

libmagickcore-6.q16-3 libmagickcore-6.q16-3 1 qa-custom-ubuntux64-14

libpython2.7-minimal libpython2.7-minimal 1 qa-custom-ubuntux64-14

libpulsedsp libpulsedsp 1 qa-custom-ubuntux64-14

libcurl3-gnutls libcurl3-gnutls 1 qa-custom-ubuntux64-14

libavahi-client3 libavahi-client3 1 qa-custom-ubuntux64-14

libinput-bin libinput-bin 1 qa-custom-ubuntux64-14

libnetplan0 libnetplan0 1 qa-custom-ubuntux64-14

libproxy1v5 libproxy1v5 1 qa-custom-ubuntux64-14

libgrilo-0.3-0 libgrilo-0.3-0 1 qa-custom-ubuntux64-14

krb5-locales krb5-locales 1 qa-custom-ubuntux64-14

libfreerdp-client2-2 libfreerdp-client2-2 1 qa-custom-ubuntux64-14

libpython2.7 libpython2.7 1 qa-custom-ubuntux64-14

initramfs-tools-bin initramfs-tools-bin 1 qa-custom-ubuntux64-14

aptdaemon aptdaemon 1 qa-custom-ubuntux64-14

dracut-network dracut-network 1 sp-centos-7-x64

iproute2 iproute2 1 qa-custom-ubuntux64-14

grub2-common grub2-common 1 qa-custom-ubuntux64-14

libreoffice-avmedia-backend-gstreamer libreoffice-avmedia-backend-gstreamer 1 qa-custom-ubuntux64-14

libxml2 libxml2 1 qa-custom-ubuntux64-14

unzip unzip 1 sp-centos-7-x64

vim-common vim-common 1 qa-custom-ubuntux64-14

xxd xxd 1 qa-custom-ubuntux64-14

nss-softokn-freebl nss-softokn-freebl 1 sp-centos-7-x64

libsasl2-modules-db libsasl2-modules-db 1 qa-custom-ubuntux64-14

liblz4-1 liblz4-1 1 qa-custom-ubuntux64-14

cups-bsd cups-bsd 1 qa-custom-ubuntux64-14

gnupg2 gnupg2 1 qa-custom-ubuntux64-14

libreoffice-writer libreoffice-writer 1 qa-custom-ubuntux64-14

python2.7-minimal python2.7-minimal 1 qa-custom-ubuntux64-14

Microsoft Windows 10 21h2 x64 Script_CVE-2013-3900_fix.exe(script) 1 vm-win10-pro-34.trs.secpod

command-not-found command-not-found 1 qa-custom-ubuntux64-14

grub2-pc-modules grub2-pc-modules 1 sp-centos-7-x64

device-mapper device-mapper 1 sp-centos-7-x64

libreoffice-ogltrans libreoffice-ogltrans 1 qa-custom-ubuntux64-14

dpkg-dev dpkg-dev 1 qa-custom-ubuntux64-14
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python3-distupgrade python3-distupgrade 1 qa-custom-ubuntux64-14

libreoffice-pdfimport libreoffice-pdfimport 1 qa-custom-ubuntux64-14

libmagickcore-6.q16-3-extra libmagickcore-6.q16-3-extra 1 qa-custom-ubuntux64-14

file-roller file-roller 1 qa-custom-ubuntux64-14

linux-libc-dev linux-libc-dev 1 qa-custom-ubuntux64-14

libfreerdp2-2 libfreerdp2-2 1 qa-custom-ubuntux64-14

wireless-regdb wireless-regdb 1 qa-custom-ubuntux64-14

procps-ng procps-ng 1 sp-centos-7-x64

ssh ssh 1 qa-custom-ubuntux64-14

libpython3.6 libpython3.6 1 qa-custom-ubuntux64-14

libcupsppdc1 libcupsppdc1 1 qa-custom-ubuntux64-14

libcups2 libcups2 1 qa-custom-ubuntux64-14

libx11-6 libx11-6 1 qa-custom-ubuntux64-14

perl perl 1 qa-custom-ubuntux64-14

VMWare Horizon Server empty 2 192.168.2.43

gnupg-utils gnupg-utils 1 qa-custom-ubuntux64-14

nss-sysinit nss-sysinit 1 sp-centos-7-x64

libkrb5-26-heimdal libkrb5-26-heimdal 1 qa-custom-ubuntux64-14

vim-common vim-common 1 sp-centos-7-x64

glibc-devel glibc-devel 1 sp-centos-7-x64

libqt5widgets5 libqt5widgets5 1 qa-custom-ubuntux64-14

device-mapper-event-libs device-mapper-event-libs 1 sp-centos-7-x64

python python 1 sp-centos-7-x64

libavahi-common3 libavahi-common3 1 qa-custom-ubuntux64-14

device-mapper-event device-mapper-event 1 sp-centos-7-x64

linux-base linux-base 1 qa-custom-ubuntux64-14

libreoffice-core libreoffice-core 1 qa-custom-ubuntux64-14

libproxy1-plugin-gsettings libproxy1-plugin-gsettings 1 qa-custom-ubuntux64-14

virt-what virt-what 1 sp-centos-7-x64

linux-image-generic linux-image-generic 1 qa-custom-ubuntux64-14

libnss3 libnss3 1 qa-custom-ubuntux64-14

iptables iptables 1 sp-centos-7-x64

libnss-myhostname libnss-myhostname 1 qa-custom-ubuntux64-14

libnotify-bin libnotify-bin 1 qa-custom-ubuntux64-14

bind9 bind9 1 qa-custom-ubuntux64-14

ca-certificates ca-certificates 1 sp-centos-7-x64

libgnutls-openssl27 libgnutls-openssl27 1 qa-custom-ubuntux64-14

libqt5network5 libqt5network5 1 qa-custom-ubuntux64-14

gstreamer1.0-plugins-base gstreamer1.0-plugins-base 1 qa-custom-ubuntux64-14

systemd systemd 1 sp-centos-7-x64

libklibc libklibc 1 qa-custom-ubuntux64-14

libdpkg-perl libdpkg-perl 1 qa-custom-ubuntux64-14

python-perf python-perf 1 sp-centos-7-x64

login login 1 qa-custom-ubuntux64-14

systemd-sysv systemd-sysv 1 qa-custom-ubuntux64-14

dbus-x11 dbus-x11 1 qa-custom-ubuntux64-14

libwebpmux3 libwebpmux3 1 qa-custom-ubuntux64-14

libexiv2-14 libexiv2-14 1 qa-custom-ubuntux64-14

libwbclient0 libwbclient0 1 qa-custom-ubuntux64-14
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gzip gzip 1 qa-custom-ubuntux64-14

passwd passwd 1 qa-custom-ubuntux64-14

libraptor2-0 libraptor2-0 1 qa-custom-ubuntux64-14

selinux-policy-targeted selinux-policy-targeted 1 sp-centos-7-x64

Microsoft Windows 10 21h2 x64 KB890830 1 vm-win10-pro-34.trs.secpod

gnome-shell-common gnome-shell-common 1 qa-custom-ubuntux64-14

bind-export-libs bind-export-libs 1 sp-centos-7-x64

libspeexdsp1 libspeexdsp1 1 qa-custom-ubuntux64-14

glibc-common glibc-common 1 sp-centos-7-x64

device-mapper-persistent-data device-mapper-persistent-data 1 sp-centos-7-x64

libglib2.0-0 libglib2.0-0 1 qa-custom-ubuntux64-14

poppler-utils poppler-utils 1 qa-custom-ubuntux64-14

openssl-libs openssl-libs 1 sp-centos-7-x64

libdjvulibre21 libdjvulibre21 1 qa-custom-ubuntux64-14

coreutils coreutils 1 sp-centos-7-x64

libssl1.0.0 libssl1.0.0 1 qa-custom-ubuntux64-14

libisccfg160 libisccfg160 1 qa-custom-ubuntux64-14

libavahi-gobject0 libavahi-gobject0 1 qa-custom-ubuntux64-14

kbd-misc kbd-misc 1 sp-centos-7-x64

libspeex1 libspeex1 1 qa-custom-ubuntux64-14

Oracle VM VirtualBox 6.1.x x64 xvm_virtualbox-7.0.0-153978-x64.exe 1 sp-nagraj-laptop

libteam libteam 1 sp-centos-7-x64

gstreamer1.0-x gstreamer1.0-x 1 qa-custom-ubuntux64-14

libkrb5-3 libkrb5-3 1 qa-custom-ubuntux64-14

squashfs-tools squashfs-tools 1 qa-custom-ubuntux64-14

libc6-dbg libc6-dbg 1 qa-custom-ubuntux64-14

libisccc160 libisccc160 1 qa-custom-ubuntux64-14

grub-pc grub-pc 1 qa-custom-ubuntux64-14

cronie-anacron cronie-anacron 1 sp-centos-7-x64

nss-util nss-util 1 sp-centos-7-x64

Microsoft Windows 10 21h2 x64 KB5018410 1 vm-win10-pro-34.trs.secpod

gpg-wks-server gpg-wks-server 1 qa-custom-ubuntux64-14

libqt5core5a libqt5core5a 1 qa-custom-ubuntux64-14

libqt5svg5 libqt5svg5 1 qa-custom-ubuntux64-14

libreoffice-impress libreoffice-impress 1 qa-custom-ubuntux64-14

libudev1 libudev1 1 qa-custom-ubuntux64-14

microcode_ctl microcode_ctl 1 sp-centos-7-x64

libjavascriptcoregtk-4.0-18 libjavascriptcoregtk-4.0-18 1 qa-custom-ubuntux64-14

whoopsie whoopsie 1 qa-custom-ubuntux64-14

apt-utils apt-utils 1 qa-custom-ubuntux64-14

libssl1.1 libssl1.1 1 qa-custom-ubuntux64-14

libpython3.6-minimal libpython3.6-minimal 1 qa-custom-ubuntux64-14

python3-jwt python3-jwt 1 qa-custom-ubuntux64-14

thunderbird thunderbird 1 qa-custom-ubuntux64-14

php-cli php-cli 1 sp-centos-7-x64

libapt-inst2.0 libapt-inst2.0 1 qa-custom-ubuntux64-14

update-notifier-common update-notifier-common 1 qa-custom-ubuntux64-14

gnome-shell gnome-shell 1 qa-custom-ubuntux64-14

lvm2 lvm2 1 sp-centos-7-x64
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libksba8 libksba8 1 qa-custom-ubuntux64-14

plymouth plymouth 1 sp-centos-7-x64

initramfs-tools-core initramfs-tools-core 1 qa-custom-ubuntux64-14

kernel-headers kernel-headers 1 sp-centos-7-x64

SSL empty 2 192.168.1.1

libsnmp-base libsnmp-base 1 qa-custom-ubuntux64-14

gstreamer1.0-gtk3 gstreamer1.0-gtk3 1 qa-custom-ubuntux64-14

locales locales 1 qa-custom-ubuntux64-14

libcomerr2 libcomerr2 1 qa-custom-ubuntux64-14

libjpeg-turbo8 libjpeg-turbo8 1 qa-custom-ubuntux64-14

gir1.2-javascriptcoregtk-4.0 gir1.2-javascriptcoregtk-4.0 1 qa-custom-ubuntux64-14

libcupsimage2 libcupsimage2 1 qa-custom-ubuntux64-14

distro-info-data distro-info-data 1 qa-custom-ubuntux64-14

zlib1g zlib1g 1 qa-custom-ubuntux64-14

libinput10 libinput10 1 qa-custom-ubuntux64-14

dracut-config-rescue dracut-config-rescue 1 sp-centos-7-x64

libpolkit-agent-1-0 libpolkit-agent-1-0 1 qa-custom-ubuntux64-14

grub2-tools-extra grub2-tools-extra 1 sp-centos-7-x64

avahi-daemon avahi-daemon 1 qa-custom-ubuntux64-14

libproxy1-plugin-networkmanager libproxy1-plugin-networkmanager 1 qa-custom-ubuntux64-14

ntfs-3g ntfs-3g 1 qa-custom-ubuntux64-14

sudo sudo 1 qa-custom-ubuntux64-14

friendly-recovery friendly-recovery 1 qa-custom-ubuntux64-14

php-gd php-gd 1 sp-centos-7-x64

libsensors4 libsensors4 1 qa-custom-ubuntux64-14

libkrb5support0 libkrb5support0 1 qa-custom-ubuntux64-14

cups-core-drivers cups-core-drivers 1 qa-custom-ubuntux64-14

libopenexr22 libopenexr22 1 qa-custom-ubuntux64-14

libpoppler73 libpoppler73 1 qa-custom-ubuntux64-14

libgd3 libgd3 1 qa-custom-ubuntux64-14

dbus-user-session dbus-user-session 1 qa-custom-ubuntux64-14

libfwupd2 libfwupd2 1 qa-custom-ubuntux64-14

libaudit-common libaudit-common 1 qa-custom-ubuntux64-14

libgmp10 libgmp10 1 qa-custom-ubuntux64-14

libpam-systemd libpam-systemd 1 qa-custom-ubuntux64-14

libgstreamer-plugins-good1.0-0 libgstreamer-plugins-good1.0-0 1 qa-custom-ubuntux64-14

sbsigntool sbsigntool 1 qa-custom-ubuntux64-14

gstreamer1.0-plugins-good gstreamer1.0-plugins-good 1 qa-custom-ubuntux64-14

unzip unzip 1 qa-custom-ubuntux64-14

libavahi-core7 libavahi-core7 1 qa-custom-ubuntux64-14

grub2 grub2 1 sp-centos-7-x64

Adobe Acrobat Reader DC 2020 Classic acrobat_reader_dc_classic-20.005.30407-
win32.exe

1 vm-win10-pro-34.trs.secpod

avahi-utils avahi-utils 1 qa-custom-ubuntux64-14

libevdev2 libevdev2 1 qa-custom-ubuntux64-14

kernel-tools kernel-tools 1 sp-centos-7-x64

php-common php-common 1 sp-centos-7-x64

python3-problem-report python3-problem-report 1 qa-custom-ubuntux64-14

cups-ppdc cups-ppdc 1 qa-custom-ubuntux64-14

gpg-agent gpg-agent 1 qa-custom-ubuntux64-14
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libreoffice-draw libreoffice-draw 1 qa-custom-ubuntux64-14

qt5-gtk-platformtheme qt5-gtk-platformtheme 1 qa-custom-ubuntux64-14

libaspell15 libaspell15 1 qa-custom-ubuntux64-14

libqt5sql5-sqlite libqt5sql5-sqlite 1 qa-custom-ubuntux64-14

binutils-x86-64-linux-gnu binutils-x86-64-linux-gnu 1 qa-custom-ubuntux64-14

base-files base-files 1 qa-custom-ubuntux64-14

apt-transport-https apt-transport-https 1 qa-custom-ubuntux64-14

libwinpr2-2 libwinpr2-2 1 qa-custom-ubuntux64-14

libsepol1 libsepol1 1 qa-custom-ubuntux64-14

gnupg-agent gnupg-agent 1 qa-custom-ubuntux64-14

liblzma5 liblzma5 1 qa-custom-ubuntux64-14

vim-minimal vim-minimal 1 sp-centos-7-x64

libsasl2-modules libsasl2-modules 1 qa-custom-ubuntux64-14

libkeyutils1 libkeyutils1 1 qa-custom-ubuntux64-14

libwayland-egl1 libwayland-egl1 1 qa-custom-ubuntux64-14

gstreamer1.0-alsa gstreamer1.0-alsa 1 qa-custom-ubuntux64-14

libc6 libc6 1 qa-custom-ubuntux64-14

elfutils-libelf elfutils-libelf 1 sp-centos-7-x64

libcupsmime1 libcupsmime1 1 qa-custom-ubuntux64-14

linux-generic linux-generic 1 qa-custom-ubuntux64-14

libpython2.7-stdlib libpython2.7-stdlib 1 qa-custom-ubuntux64-14

thunderbird-gnome-support thunderbird-gnome-support 1 qa-custom-ubuntux64-14

libcupscgi1 libcupscgi1 1 qa-custom-ubuntux64-14

libicu60 libicu60 1 qa-custom-ubuntux64-14

OS Upgrade Ubuntu 20.04.5 lts OS Upgrade Ubuntu 20.04.5 lts 1 qa-custom-ubuntux64-14

selinux-policy selinux-policy 1 sp-centos-7-x64

rsync rsync 1 qa-custom-ubuntux64-14

openssl openssl 1 sp-centos-7-x64

python3-mako python3-mako 1 qa-custom-ubuntux64-14

libfreetype6 libfreetype6 1 qa-custom-ubuntux64-14

p11-kit-modules p11-kit-modules 1 qa-custom-ubuntux64-14

libgs9 libgs9 1 qa-custom-ubuntux64-14

xfsprogs xfsprogs 1 sp-centos-7-x64

dbus dbus 1 qa-custom-ubuntux64-14

libreoffice-calc libreoffice-calc 1 qa-custom-ubuntux64-14

vim-tiny vim-tiny 1 qa-custom-ubuntux64-14

dpkg dpkg 1 qa-custom-ubuntux64-14

libavahi-common-data libavahi-common-data 1 qa-custom-ubuntux64-14

Microsoft Windows 10 21h2 x64 Feature update to Windows 10, version 22H2
(KB5018410)

1 vm-win10-pro-34.trs.secpod

isc-dhcp-client isc-dhcp-client 1 qa-custom-ubuntux64-14

libwebpdemux2 libwebpdemux2 1 qa-custom-ubuntux64-14

libreoffice-common libreoffice-common 1 qa-custom-ubuntux64-14

postgresql-libs postgresql-libs 1 sp-centos-7-x64

cups-server-common cups-server-common 1 qa-custom-ubuntux64-14

python3-louis python3-louis 1 qa-custom-ubuntux64-14

epel-release epel-release 1 sp-centos-7-x64

apt apt 1 qa-custom-ubuntux64-14

multiarch-support multiarch-support 1 qa-custom-ubuntux64-14

gir1.2-mutter-2 gir1.2-mutter-2 1 qa-custom-ubuntux64-14
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cron cron 1 qa-custom-ubuntux64-14

libqt5test5 libqt5test5 1 qa-custom-ubuntux64-14

elfutils-default-yama-scope elfutils-default-yama-scope 1 sp-centos-7-x64

libxslt1.1 libxslt1.1 1 qa-custom-ubuntux64-14

systemd-sysv systemd-sysv 1 sp-centos-7-x64

busybox-static busybox-static 1 qa-custom-ubuntux64-14

openssl openssl 1 qa-custom-ubuntux64-14

libsasl2-2 libsasl2-2 1 qa-custom-ubuntux64-14

software-properties-gtk software-properties-gtk 1 qa-custom-ubuntux64-14

linux-image-generic-4.15 linux-image-4.15.0-194-generic 1 qa-custom-ubuntux64-14

vino vino 1 qa-custom-ubuntux64-14

libmutter-2-0 libmutter-2-0 1 qa-custom-ubuntux64-14

libss2 libss2 1 qa-custom-ubuntux64-14

chkconfig chkconfig 1 sp-centos-7-x64

ubuntu-keyring ubuntu-keyring 1 qa-custom-ubuntux64-14

libreoffice-gnome libreoffice-gnome 1 qa-custom-ubuntux64-14

php-pdo php-pdo 1 sp-centos-7-x64

rsyslog rsyslog 1 qa-custom-ubuntux64-14

gdb gdb 1 qa-custom-ubuntux64-14

libglib2.0-data libglib2.0-data 1 qa-custom-ubuntux64-14

vim vim 1 qa-custom-ubuntux64-14

ca-certificates ca-certificates 1 qa-custom-ubuntux64-14

pulseaudio pulseaudio 1 qa-custom-ubuntux64-14

libldap-2.4-2 libldap-2.4-2 1 qa-custom-ubuntux64-14

libuuid libuuid 1 sp-centos-7-x64

binutils binutils 1 qa-custom-ubuntux64-14

liblouis-data liblouis-data 1 qa-custom-ubuntux64-14

libwebkit2gtk-4.0-37 libwebkit2gtk-4.0-37 1 qa-custom-ubuntux64-14

python3-lxml python3-lxml 1 qa-custom-ubuntux64-14

python2.7 python2.7 1 qa-custom-ubuntux64-14

avahi-autoipd avahi-autoipd 1 qa-custom-ubuntux64-14

libexpat1 libexpat1 1 qa-custom-ubuntux64-14

xdg-utils xdg-utils 1 qa-custom-ubuntux64-14

libwebp6 libwebp6 1 qa-custom-ubuntux64-14

klibc-utils klibc-utils 1 qa-custom-ubuntux64-14

libc-dev-bin libc-dev-bin 1 qa-custom-ubuntux64-14

file file 1 sp-centos-7-x64

gstreamer1.0-plugins-base-apps gstreamer1.0-plugins-base-apps 1 qa-custom-ubuntux64-14

vim-enhanced vim-enhanced 1 sp-centos-7-x64

gir1.2-appindicator3-0.1 gir1.2-appindicator3-0.1 1 qa-custom-ubuntux64-14

libqpdf21 libqpdf21 1 qa-custom-ubuntux64-14

libntfs-3g88 libntfs-3g88 1 qa-custom-ubuntux64-14

fonts-opensymbol fonts-opensymbol 1 qa-custom-ubuntux64-14

gpg-wks-client gpg-wks-client 1 qa-custom-ubuntux64-14

xz-utils xz-utils 1 qa-custom-ubuntux64-14

gnupg gnupg 1 qa-custom-ubuntux64-14

intel-microcode intel-microcode 1 qa-custom-ubuntux64-14

tcpdump tcpdump 1 qa-custom-ubuntux64-14

libdns-export1100 libdns-export1100 1 qa-custom-ubuntux64-14
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samba samba 1 qa-custom-ubuntux64-14

libpam-runtime libpam-runtime 1 qa-custom-ubuntux64-14

fwupd-signed fwupd-signed 1 qa-custom-ubuntux64-14

libc-bin libc-bin 1 qa-custom-ubuntux64-14

Microsoft Windows 10 21h2 x64 KB2267602 1 vm-win10-pro-34.trs.secpod

libpam-modules libpam-modules 1 qa-custom-ubuntux64-14

libswresample2 libswresample2 1 qa-custom-ubuntux64-14

bind9-host bind9-host 1 qa-custom-ubuntux64-14

postgresql postgresql 1 sp-centos-7-x64

update-notifier update-notifier 1 qa-custom-ubuntux64-14

e2fsprogs e2fsprogs 1 qa-custom-ubuntux64-14

bluez-obexd bluez-obexd 1 qa-custom-ubuntux64-14

bind bind 1 sp-centos-7-x64

libpam0g libpam0g 1 qa-custom-ubuntux64-14

deja-dup deja-dup 1 qa-custom-ubuntux64-14

python3-commandnotfound python3-commandnotfound 1 qa-custom-ubuntux64-14

python-apt-common python-apt-common 1 qa-custom-ubuntux64-14

curl curl 1 qa-custom-ubuntux64-14

tuned tuned 1 sp-centos-7-x64

dirmngr dirmngr 1 qa-custom-ubuntux64-14

lvm2-libs lvm2-libs 1 sp-centos-7-x64

nplan nplan 1 qa-custom-ubuntux64-14

Microsoft Windows 10 21h2 x64 KB5018858 2 vm-win10-pro-34.trs.secpod, sp-nagraj-laptop

libqt5gui5 libqt5gui5 1 qa-custom-ubuntux64-14

xserver-xorg-core xserver-xorg-core 1 qa-custom-ubuntux64-14

elfutils-libs elfutils-libs 1 sp-centos-7-x64

libcurl4 libcurl4 1 qa-custom-ubuntux64-14

cronie cronie 1 sp-centos-7-x64

libdjvulibre-text libdjvulibre-text 1 qa-custom-ubuntux64-14

libpulse-mainloop-glib0 libpulse-mainloop-glib0 1 qa-custom-ubuntux64-14

libsnapd-glib1 libsnapd-glib1 1 qa-custom-ubuntux64-14

gir1.2-polkit-1.0 gir1.2-polkit-1.0 1 qa-custom-ubuntux64-14

netplan.io netplan.io 1 qa-custom-ubuntux64-14

libgstreamer-plugins-base1.0-0 libgstreamer-plugins-base1.0-0 1 qa-custom-ubuntux64-14

python3-xdg python3-xdg 1 qa-custom-ubuntux64-14

php-mcrypt php-mcrypt 1 sp-centos-7-x64

dmidecode dmidecode 1 sp-centos-7-x64

grub2-pc grub2-pc 1 sp-centos-7-x64

libqt5sql5 libqt5sql5 1 qa-custom-ubuntux64-14

libwayland-server0 libwayland-server0 1 qa-custom-ubuntux64-14

python3-httplib2 python3-httplib2 1 qa-custom-ubuntux64-14

hwdata hwdata 1 sp-centos-7-x64

python3-software-properties python3-software-properties 1 qa-custom-ubuntux64-14

yum yum 1 sp-centos-7-x64

php-mbstring php-mbstring 1 sp-centos-7-x64

libglib2.0-bin libglib2.0-bin 1 qa-custom-ubuntux64-14

vim-filesystem vim-filesystem 1 sp-centos-7-x64

openssh-client openssh-client 1 qa-custom-ubuntux64-14

libsmbclient libsmbclient 1 qa-custom-ubuntux64-14
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busybox-initramfs busybox-initramfs 1 qa-custom-ubuntux64-14

ubuntu-advantage-tools ubuntu-advantage-tools 1 qa-custom-ubuntux64-14

kbd kbd 1 sp-centos-7-x64

libdbus-1-3 libdbus-1-3 1 qa-custom-ubuntux64-14

libtiff5 libtiff5 1 qa-custom-ubuntux64-14

lshw lshw 1 qa-custom-ubuntux64-14

libgs9-common libgs9-common 1 qa-custom-ubuntux64-14

uno-libs3 uno-libs3 1 qa-custom-ubuntux64-14

libc6-dev libc6-dev 1 qa-custom-ubuntux64-14

grub2-tools-minimal grub2-tools-minimal 1 sp-centos-7-x64

11. Top 10 Recommended Remediation

Vulnerable assets with large number of risks identified.

CRE/ERI Asset Patch Vendor Size Date Reboot Status Risks Count Risks Hosts

ERI-21159 Microsoft
Windows 10

21h2 x64

Script_CVE-
2013-

3900_fix.exe(scri
pt)

microsoft 670.7 KiB 2022-10-11
01:08:06 PM

UTC

TRUE 227 CVE-2022-35793,
CVE-2022-30202,
CVE-2022-35744,
CVE-2022-21125,
CVE-2022-30146,
CVE-2022-38016,
CVE-2022-22040,
CVE-2022-22022,
CVE-2022-35833,
CVE-2022-35764,
CVE-2022-30226,
CVE-2022-38031,
CVE-2022-30141,
CVE-2022-30144,
CVE-2022-34720,
CVE-2022-34706,
CVE-2022-35836,
CVE-2022-38042,
CVE-2022-22037,
CVE-2022-30196,
CVE-2022-37965,
CVE-2022-35767,
CVE-2022-37983,
CVE-2022-35751,
CVE-2022-37993,
CVE-2022-30206,
CVE-2022-38047,
CVE-2022-34722,
CVE-2022-33635,
CVE-2022-35759,
CVE-2022-37974,
CVE-2022-34705,
CVE-2022-30161,
CVE-2022-35761,
CVE-2022-35765,
CVE-2022-38021,
CVE-2022-30164,
CVE-2022-35766,
CVE-2022-34734,
CVE-2022-34712,
CVE-2022-37981,
CVE-2022-38005,
CVE-2022-37988,
CVE-2022-30223,
CVE-2022-37975,
CVE-2022-22031,
CVE-2022-35763,
CVE-2022-35832,
CVE-2022-37996,
CVE-2022-34703,
CVE-2022-34725,
CVE-2022-35752,
CVE-2022-38041,
CVE-2022-34710,
CVE-2022-30151,
CVE-2022-30203,
CVE-2022-30208,
CVE-2022-35841,
CVE-2022-38043,
CVE-2022-38006,
CVE-2022-30150,
CVE-2022-38037,
CVE-2022-35749,
CVE-2022-22038,
CVE-2022-35747,

1
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CVE-2022-38004,
CVE-2022-30142,
CVE-2022-34719,
CVE-2022-35755,
CVE-2022-22043,
CVE-2022-35757,
CVE-2022-30222,
CVE-2022-34702,
CVE-2022-37973,
CVE-2022-33645,
CVE-2022-22048,
CVE-2022-38003,
CVE-2022-27776,
CVE-2022-30224,
CVE-2022-30211,
CVE-2022-34713,
CVE-2022-35746,
CVE-2022-22027,
CVE-2022-41081,
CVE-2022-35835,
CVE-2022-30225,
CVE-2022-22049,
CVE-2022-34709,
CVE-2022-24504,
CVE-2022-37979,
CVE-2022-38038,
CVE-2022-34726,
CVE-2022-38051,
CVE-2022-30153,
CVE-2022-38050,
CVE-2022-34707,
CVE-2022-37998,
CVE-2022-34711,
CVE-2022-38046,
CVE-2022-30170,
CVE-2022-30145,
CVE-2022-38000,
CVE-2022-37991,
CVE-2022-35803,
CVE-2022-35769,
CVE-2022-22024,
CVE-2022-21127,
CVE-2022-37980,
CVE-2022-35753,
CVE-2022-34689,
CVE-2022-37990,
CVE-2022-38040,
CVE-2022-35750,
CVE-2022-35743,
CVE-2022-41033,
CVE-2022-30220,
CVE-2022-34730,
CVE-2022-34301,
CVE-2022-34731,
CVE-2022-30143,
CVE-2022-35760,
CVE-2022-37956,
CVE-2022-30148,
CVE-2022-34727,
CVE-2022-30197,
CVE-2022-34729,
CVE-2022-37954,
CVE-2022-30155,
CVE-2022-34714,
CVE-2022-30190,
CVE-2022-37994,
CVE-2022-38030,
CVE-2022-34728,
CVE-2022-30205,
CVE-2022-35831,
CVE-2022-37999,
CVE-2022-35756,
CVE-2022-38032,
CVE-2022-37977,
CVE-2022-30147,
CVE-2022-37970,
CVE-2022-37985,
CVE-2022-33644,
CVE-2022-35758,
CVE-2022-34701,
CVE-2022-37955,
CVE-2022-30149,
CVE-2022-35820,
CVE-2022-37997,
CVE-2022-35797,
CVE-2022-21845,
CVE-2022-38045,
CVE-2022-22041,
CVE-2022-21123,
CVE-2022-37984,
CVE-2022-35771,
CVE-2022-30139,
CVE-2022-30209,
CVE-2022-22026,
CVE-2022-38039,
CVE-2022-37986,
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CVE-2022-30160,
CVE-2022-35840,
CVE-2022-38027,
CVE-2022-34721,
CVE-2022-33670,
CVE-2022-22023,
CVE-2022-22036,
CVE-2022-38029,
CVE-2022-35768,
CVE-2022-35795,
CVE-2022-37987,
CVE-2022-37969,
CVE-2022-37995,
CVE-2022-22025,
CVE-2022-22711,
CVE-2022-26928,
CVE-2022-22034,
CVE-2022-35792,
CVE-2022-35745,
CVE-2022-37957,
CVE-2022-34699,
CVE-2022-34696,
CVE-2022-30163,
CVE-2022-30213,
CVE-2022-35794,
CVE-2022-34732,
CVE-2022-34708,
CVE-2022-38044,
CVE-2022-30198,
CVE-2022-37978,
CVE-2022-30212,
CVE-2022-30221,
CVE-2022-38034,
CVE-2022-37982,
CVE-2022-35837,
CVE-2022-38028,
CVE-2022-34704,
CVE-2022-30166,
CVE-2022-34733,
CVE-2022-30200,
CVE-2022-37958,
CVE-2022-37989,
CVE-2022-38033,
CVE-2022-33634,
CVE-2022-34690,
CVE-2022-38026,
CVE-2022-30152,
CVE-2022-35762,
CVE-2022-22045,
CVE-2022-30165,
CVE-2022-21166,
CVE-2022-22050,
CVE-2022-38022,
CVE-2022-30133,
CVE-2022-22035,
CVE-2022-22047,
CVE-2022-30216,
CVE-2022-34302,
CVE-2022-34303,
CVE-2022-30162,
CVE-2022-30194,
CVE-2022-22042,
CVE-2022-34718,
CVE-2022-35822,
CVE-2022-35770,
CVE-2022-35834

ERI-21159 Microsoft
Windows 10

21h2 x64

Feature update
to Windows 10,
version 22H2
(KB5018410)

microsoft 0 B 2022-10-24
06:14:47 AM

UTC

TRUE 227 CVE-2022-30226,
CVE-2022-35833,
CVE-2022-35764,
CVE-2022-38031,
CVE-2022-30141,
CVE-2022-34720,
CVE-2022-34706,
CVE-2022-30144,
CVE-2022-35836,
CVE-2022-38042,
CVE-2022-35793,
CVE-2022-30202,
CVE-2022-35744,
CVE-2022-21125,
CVE-2022-38016,
CVE-2022-30146,
CVE-2022-22022,
CVE-2022-22040,
CVE-2022-37983,
CVE-2022-35767,
CVE-2022-37993,
CVE-2022-35751,
CVE-2022-34722,
CVE-2022-30206,
CVE-2022-38047,
CVE-2022-35759,
CVE-2022-37974,
CVE-2022-33635,
CVE-2022-22037,

1
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CVE-2022-30196,
CVE-2022-37965,
CVE-2022-34712,
CVE-2022-30161,
CVE-2022-35761,
CVE-2022-34705,
CVE-2022-35765,
CVE-2022-38021,
CVE-2022-30164,
CVE-2022-35766,
CVE-2022-34734,
CVE-2022-22031,
CVE-2022-35763,
CVE-2022-35832,
CVE-2022-37996,
CVE-2022-34703,
CVE-2022-35752,
CVE-2022-34725,
CVE-2022-38041,
CVE-2022-37981,
CVE-2022-38005,
CVE-2022-37988,
CVE-2022-30223,
CVE-2022-37975,
CVE-2022-30150,
CVE-2022-38006,
CVE-2022-38043,
CVE-2022-38037,
CVE-2022-22038,
CVE-2022-35749,
CVE-2022-34710,
CVE-2022-30208,
CVE-2022-30151,
CVE-2022-30203,
CVE-2022-35841,
CVE-2022-22048,
CVE-2022-37979,
CVE-2022-37973,
CVE-2022-33645,
CVE-2022-27776,
CVE-2022-30224,
CVE-2022-41081,
CVE-2022-30211,
CVE-2022-34713,
CVE-2022-22027,
CVE-2022-35746,
CVE-2022-35835,
CVE-2022-30225,
CVE-2022-22049,
CVE-2022-34709,
CVE-2022-24504,
CVE-2022-38038,
CVE-2022-35747,
CVE-2022-35755,
CVE-2022-38004,
CVE-2022-30142,
CVE-2022-34719,
CVE-2022-22043,
CVE-2022-35757,
CVE-2022-30222,
CVE-2022-34702,
CVE-2022-38003,
CVE-2022-34711,
CVE-2022-34707,
CVE-2022-37998,
CVE-2022-38046,
CVE-2022-30170,
CVE-2022-38000,
CVE-2022-30145,
CVE-2022-35803,
CVE-2022-37991,
CVE-2022-34726,
CVE-2022-30153,
CVE-2022-38050,
CVE-2022-38051,
CVE-2022-35743,
CVE-2022-41033,
CVE-2022-30220,
CVE-2022-34301,
CVE-2022-22024,
CVE-2022-35769,
CVE-2022-21127,
CVE-2022-34689,
CVE-2022-37990,
CVE-2022-37980,
CVE-2022-35753,
CVE-2022-38040,
CVE-2022-35750,
CVE-2022-30155,
CVE-2022-34714,
CVE-2022-30190,
CVE-2022-34731,
CVE-2022-34730,
CVE-2022-30143,
CVE-2022-35760,
CVE-2022-37956,
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CVE-2022-30197,
CVE-2022-30148,
CVE-2022-37970,
CVE-2022-34727,
CVE-2022-34729,
CVE-2022-30147,
CVE-2022-37985,
CVE-2022-33644,
CVE-2022-34701,
CVE-2022-37954,
CVE-2022-37955,
CVE-2022-35758,
CVE-2022-30149,
CVE-2022-35820,
CVE-2022-37994,
CVE-2022-38030,
CVE-2022-34728,
CVE-2022-30205,
CVE-2022-35831,
CVE-2022-37999,
CVE-2022-35756,
CVE-2022-38032,
CVE-2022-37977,
CVE-2022-30209,
CVE-2022-22026,
CVE-2022-37986,
CVE-2022-30139,
CVE-2022-38039,
CVE-2022-30160,
CVE-2022-37997,
CVE-2022-35797,
CVE-2022-22041,
CVE-2022-21845,
CVE-2022-38045,
CVE-2022-35771,
CVE-2022-21123,
CVE-2022-37984,
CVE-2022-35768,
CVE-2022-38029,
CVE-2022-37987,
CVE-2022-35795,
CVE-2022-37995,
CVE-2022-37969,
CVE-2022-22025,
CVE-2022-22711,
CVE-2022-26928,
CVE-2022-34721,
CVE-2022-35840,
CVE-2022-38027,
CVE-2022-22023,
CVE-2022-22036,
CVE-2022-33670,
CVE-2022-34696,
CVE-2022-30163,
CVE-2022-22034,
CVE-2022-37957,
CVE-2022-35792,
CVE-2022-35745,
CVE-2022-34699,
CVE-2022-30198,
CVE-2022-37978,
CVE-2022-30212,
CVE-2022-30221,
CVE-2022-35794,
CVE-2022-30213,
CVE-2022-34732,
CVE-2022-38044,
CVE-2022-34708,
CVE-2022-34690,
CVE-2022-38026,
CVE-2022-30152,
CVE-2022-35762,
CVE-2022-22045,
CVE-2022-30165,
CVE-2022-38034,
CVE-2022-35837,
CVE-2022-38028,
CVE-2022-30166,
CVE-2022-37982,
CVE-2022-34733,
CVE-2022-30200,
CVE-2022-37958,
CVE-2022-34704,
CVE-2022-33634,
CVE-2022-37989,
CVE-2022-30162,
CVE-2022-30194,
CVE-2022-38033,
CVE-2022-22042,
CVE-2022-34718,
CVE-2022-35822,
CVE-2022-35770,
CVE-2022-35834,
CVE-2022-21166,
CVE-2022-30133,
CVE-2022-22035,
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CVE-2022-22050,
CVE-2022-38022,
CVE-2022-22047,
CVE-2022-30216,
CVE-2022-34303,
CVE-2022-34302

ERI-21159 Microsoft
Windows 10

21h2 x64

KB5018410 microsoft 0 B 2022-10-15
04:08:07 PM

UTC

TRUE 227 CVE-2022-37957,
CVE-2022-35792,
CVE-2022-22034,
CVE-2022-35745,
CVE-2022-34699,
CVE-2022-30163,
CVE-2022-34696,
CVE-2022-35794,
CVE-2022-30213,
CVE-2022-38044,
CVE-2022-34708,
CVE-2022-34732,
CVE-2022-37978,
CVE-2022-30198,
CVE-2022-30221,
CVE-2022-30212,
CVE-2022-35837,
CVE-2022-37982,
CVE-2022-38028,
CVE-2022-38034,
CVE-2022-30166,
CVE-2022-34733,
CVE-2022-33634,
CVE-2022-37989,
CVE-2022-38033,
CVE-2022-30200,
CVE-2022-37958,
CVE-2022-34704,
CVE-2022-30152,
CVE-2022-38026,
CVE-2022-34690,
CVE-2022-30165,
CVE-2022-22045,
CVE-2022-35762,
CVE-2022-22035,
CVE-2022-30133,
CVE-2022-38022,
CVE-2022-22050,
CVE-2022-21166,
CVE-2022-34303,
CVE-2022-22047,
CVE-2022-30216,
CVE-2022-34302,
CVE-2022-34718,
CVE-2022-22042,
CVE-2022-30162,
CVE-2022-30194,
CVE-2022-35834,
CVE-2022-35770,
CVE-2022-35822,
CVE-2022-30143,
CVE-2022-34731,
CVE-2022-34730,
CVE-2022-30197,
CVE-2022-30148,
CVE-2022-34727,
CVE-2022-37956,
CVE-2022-35760,
CVE-2022-34729,
CVE-2022-37954,
CVE-2022-30155,
CVE-2022-30190,
CVE-2022-34714,
CVE-2022-30205,
CVE-2022-34728,
CVE-2022-35831,
CVE-2022-37999,
CVE-2022-38030,
CVE-2022-37994,
CVE-2022-37977,
CVE-2022-35756,
CVE-2022-33644,
CVE-2022-34701,
CVE-2022-38032,
CVE-2022-37985,
CVE-2022-37970,
CVE-2022-30147,
CVE-2022-35820,
CVE-2022-30149,
CVE-2022-37955,
CVE-2022-35758,
CVE-2022-35797,
CVE-2022-37997,
CVE-2022-35771,
CVE-2022-21123,
CVE-2022-22041,
CVE-2022-37984,
CVE-2022-38045,
CVE-2022-21845,

1
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CVE-2022-22026,
CVE-2022-30209,
CVE-2022-30139,
CVE-2022-37986,
CVE-2022-30160,
CVE-2022-38039,
CVE-2022-22023,
CVE-2022-22036,
CVE-2022-33670,
CVE-2022-34721,
CVE-2022-35840,
CVE-2022-38027,
CVE-2022-37987,
CVE-2022-35795,
CVE-2022-35768,
CVE-2022-38029,
CVE-2022-22711,
CVE-2022-22025,
CVE-2022-37995,
CVE-2022-26928,
CVE-2022-37969,
CVE-2022-34710,
CVE-2022-35841,
CVE-2022-30208,
CVE-2022-30151,
CVE-2022-30203,
CVE-2022-38037,
CVE-2022-30150,
CVE-2022-38006,
CVE-2022-38043,
CVE-2022-22038,
CVE-2022-35749,
CVE-2022-35755,
CVE-2022-30142,
CVE-2022-34719,
CVE-2022-35747,
CVE-2022-38004,
CVE-2022-34702,
CVE-2022-30222,
CVE-2022-38003,
CVE-2022-22043,
CVE-2022-35757,
CVE-2022-30224,
CVE-2022-27776,
CVE-2022-30211,
CVE-2022-22048,
CVE-2022-33645,
CVE-2022-37973,
CVE-2022-34713,
CVE-2022-35746,
CVE-2022-22049,
CVE-2022-30225,
CVE-2022-34709,
CVE-2022-41081,
CVE-2022-22027,
CVE-2022-35835,
CVE-2022-24504,
CVE-2022-37979,
CVE-2022-38038,
CVE-2022-34726,
CVE-2022-38050,
CVE-2022-30153,
CVE-2022-38051,
CVE-2022-30170,
CVE-2022-34711,
CVE-2022-38046,
CVE-2022-34707,
CVE-2022-35803,
CVE-2022-37998,
CVE-2022-37991,
CVE-2022-38000,
CVE-2022-30145,
CVE-2022-21127,
CVE-2022-22024,
CVE-2022-35769,
CVE-2022-35750,
CVE-2022-37990,
CVE-2022-34689,
CVE-2022-35753,
CVE-2022-37980,
CVE-2022-38040,
CVE-2022-35743,
CVE-2022-30220,
CVE-2022-34301,
CVE-2022-41033,
CVE-2022-21125,
CVE-2022-30202,
CVE-2022-35744,
CVE-2022-35793,
CVE-2022-22022,
CVE-2022-22040,
CVE-2022-38016,
CVE-2022-30146,
CVE-2022-30141,
CVE-2022-38031,
CVE-2022-30226,
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CVE-2022-35764,
CVE-2022-35833,
CVE-2022-38042,
CVE-2022-34706,
CVE-2022-34720,
CVE-2022-35836,
CVE-2022-30144,
CVE-2022-30196,
CVE-2022-22037,
CVE-2022-37965,
CVE-2022-37993,
CVE-2022-35751,
CVE-2022-37983,
CVE-2022-35767,
CVE-2022-37974,
CVE-2022-35759,
CVE-2022-34722,
CVE-2022-33635,
CVE-2022-38047,
CVE-2022-30206,
CVE-2022-30161,
CVE-2022-34705,
CVE-2022-35761,
CVE-2022-30164,
CVE-2022-35766,
CVE-2022-34734,
CVE-2022-38021,
CVE-2022-35765,
CVE-2022-34712,
CVE-2022-37981,
CVE-2022-30223,
CVE-2022-37975,
CVE-2022-38005,
CVE-2022-37988,
CVE-2022-35763,
CVE-2022-22031,
CVE-2022-35752,
CVE-2022-35832,
CVE-2022-38041,
CVE-2022-34725,
CVE-2022-34703,
CVE-2022-37996

ERI-21400 linux-image linux-image linux 0 B 2022-09-28
06:48:42 AM

UTC

TRUE 209 CVE-2021-28713,
CVE-2020-14351,
CVE-2020-27675,
CVE-2021-3600,
CVE-2021-43975,
CVE-2022-26490,
CVE-2021-38160,
CVE-2021-3178,
CVE-2021-3564,
CVE-2021-28715,
CVE-2022-28390,
CVE-2022-1353,
CVE-2022-22942,
CVE-2022-0435,
CVE-2022-25375,
CVE-2021-44733,
CVE-2022-2318,
CVE-2021-29650,
CVE-2021-3612,
CVE-2020-26147,
CVE-2019-19449,
CVE-2022-1048,
CVE-2021-26930,
CVE-2021-37576,
CVE-2021-38198,
CVE-2021-42008,
CVE-2021-33909,
CVE-2021-42252,
CVE-2021-3506,
CVE-2022-24958,
CVE-2021-27363,
CVE-2022-28356,
CVE-2022-1011,
CVE-2020-25673,
CVE-2021-30002,
CVE-2021-38208,
CVE-2021-38204,
CVE-2022-1199,
CVE-2022-1975,
CVE-2022-26966,
CVE-2022-1652,
CVE-2022-2588,
CVE-2022-34918,
CVE-2020-27170,

USN-5086-1,
CVE-2022-21123,
CVE-2021-28972,
CVE-2022-28389,
CVE-2020-36158,
CVE-2021-40490,
CVE-2021-43389,
CVE-2020-26558,
CVE-2021-29154,

1
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CVE-2021-3732,
CVE-2021-31829,
CVE-2021-3744,
CVE-2021-1056,
CVE-2021-28712,
CVE-2022-27223,
CVE-2022-1016,
CVE-2022-1419,
CVE-2022-23039,
CVE-2021-33200,
CVE-2020-36385,
CVE-2021-3760,
CVE-2021-22600,
CVE-2020-24586,
CVE-2021-3347,
CVE-2021-39685,
CVE-2021-20321,
CVE-2022-0330,
CVE-2020-28974,
CVE-2021-3764,
CVE-2021-26401,
CVE-2022-2380,
CVE-2020-14390,
CVE-2021-28038,
CVE-2021-42739,
CVE-2022-24448,
CVE-2022-1974,
CVE-2021-27365,
CVE-2018-13095,
CVE-2021-28711,
CVE-2021-4083,
CVE-2021-3679,
CVE-2021-3640,
CVE-2022-1966,
CVE-2021-33033,
CVE-2021-33655,
CVE-2022-33742,
CVE-2020-26139,
CVE-2021-33034,
CVE-2021-23134,
CVE-2020-24587,
CVE-2021-29265,
CVE-2021-3428,
CVE-2020-36322,
CVE-2021-3656,
CVE-2020-10135,
CVE-2021-34693,
CVE-2021-20317,
CVE-2021-41864,
CVE-2021-3752,
CVE-2021-38199,
CVE-2021-3573,
CVE-2022-27666,
CVE-2021-38205,
CVE-2021-3655,
CVE-2020-29661,
CVE-2021-4202,
CVE-2022-0617,
CVE-2022-23037,
CVE-2022-25258,
CVE-2022-21499,
CVE-2022-21125,
CVE-2021-1053,
CVE-2022-1679,
CVE-2022-1734,
CVE-2020-4788,
CVE-2020-3702,
CVE-2019-19770,
CVE-2020-25656,
CVE-2021-3653,
CVE-2020-25645,
CVE-2021-32399,
CVE-2021-3743,
CVE-2021-4002,
CVE-2021-3772,
CVE-2021-28688,
CVE-2020-29660,
CVE-2020-28374,
CVE-2021-37159,
CVE-2021-28714,
CVE-2021-3483,
CVE-2022-21166,
CVE-2022-2586,
CVE-2022-33741,
CVE-2020-27171,
CVE-2020-25284,
CVE-2020-27777,
CVE-2020-28915,
CVE-2020-27830,
CVE-2021-1052,
CVE-2022-23040,
CVE-2022-33744,
CVE-2022-1516,
CVE-2020-25672,
CVE-2020-25671,
CVE-2021-26931,
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CVE-2020-25641,
CVE-2021-20322,
CVE-2022-1205,
CVE-2020-27815,
CVE-2021-27364,

USN-4660-2,
CVE-2020-29568,
CVE-2021-20292,
CVE-2022-0492,
CVE-2022-24959,
CVE-2020-0423,
CVE-2020-25643,
CVE-2022-36946,
CVE-2022-1012,
CVE-2021-33656,
CVE-2021-4149,
CVE-2021-29264,
CVE-2022-33740,
CVE-2022-23036,
CVE-2020-25285,
CVE-2020-28941,
CVE-2021-28971,
CVE-2021-43976,
CVE-2021-45095,
CVE-2021-29647,
CVE-2022-28388,
CVE-2021-3493,
CVE-2020-29569,
CVE-2021-3609,
CVE-2022-0494,
CVE-2022-1729,
CVE-2022-23042,
CVE-2022-0812,
CVE-2022-32296,
CVE-2021-31916,
CVE-2022-26365,
CVE-2021-28660,
CVE-2020-25668,
CVE-2021-23133,
CVE-2021-3348,
CVE-2020-25670,
CVE-2022-23038,
CVE-2021-4197,
CVE-2020-25211,
CVE-2021-3759,
CVE-2021-22543,
CVE-2022-0001,
CVE-2020-25669,
CVE-2022-0002,
CVE-2022-33981,
CVE-2021-4155,
CVE-2020-29374,
CVE-2021-28964,
CVE-2022-1204,
CVE-2022-1195,
CVE-2020-25705,
CVE-2022-1198,
CVE-2021-3753,
CVE-2020-25704,
CVE-2021-0129

ERI-14262 linux-image-
generic-4.15

linux-image-
4.15.0-194-

generic

linux 0 B 2022-10-14
06:50:47 AM

UTC

TRUE 209 CVE-2022-0492,
CVE-2021-28972,
CVE-2020-36158,
CVE-2021-40490,
CVE-2022-24959,
CVE-2021-43389,
CVE-2021-29154,
CVE-2020-26558,
CVE-2021-31829,
CVE-2021-3732,
CVE-2021-1056,
CVE-2021-3744,
CVE-2021-28712,
CVE-2022-27223,
CVE-2022-1016,
CVE-2022-1419,
CVE-2021-33200,
CVE-2020-36385,
CVE-2021-3760,
CVE-2021-22600,
CVE-2020-24586,
CVE-2021-39685,
CVE-2022-0330,
CVE-2021-3347,
CVE-2021-26401,
CVE-2021-20321,
CVE-2021-3764,
CVE-2020-28974,
CVE-2022-23039,
CVE-2022-2380,
CVE-2022-28389,
CVE-2020-14390,
CVE-2021-28038,
CVE-2021-42739,
CVE-2022-24448,

1

Copyright © 2008-2022 SecPod Technologies. All rights reserved.



Generated for SecPod.SiteX.SecPod on Fri Nov 04 07:57:44 UTC 2022

CRE/ERI Asset Patch Vendor Size Date Reboot Status Risks Count Risks Hosts

CVE-2022-1974,
CVE-2021-27365,
CVE-2018-13095,
CVE-2021-28711,
CVE-2021-3640,
CVE-2021-3679,
CVE-2021-33033,
CVE-2021-4083,
CVE-2022-1966,
CVE-2021-33655,
CVE-2021-3752,
CVE-2020-26139,
CVE-2020-24587,
CVE-2021-23134,
CVE-2021-3428,
CVE-2021-29265,
CVE-2021-3656,
CVE-2021-33034,
CVE-2020-36322,
CVE-2020-10135,
CVE-2021-34693,
CVE-2021-20317,
CVE-2021-38199,
CVE-2021-3573,
CVE-2021-41864,
CVE-2022-27666,
CVE-2021-3655,
CVE-2021-38205,
CVE-2022-0617,
CVE-2022-23037,
CVE-2022-25258,
CVE-2021-28713,
CVE-2022-21499,
CVE-2020-14351,
CVE-2020-27675,
CVE-2021-3600,
CVE-2021-43975,
CVE-2022-21125,
CVE-2022-26490,
CVE-2022-1679,
CVE-2021-3178,
CVE-2021-3564,
CVE-2021-38160,
CVE-2021-28715,
CVE-2022-28390,
CVE-2022-1353,
CVE-2022-25375,
CVE-2022-22942,
CVE-2022-0435,
CVE-2022-1734,
CVE-2022-2318,
CVE-2021-44733,
CVE-2022-33742,
CVE-2022-36946,
CVE-2021-29650,
CVE-2020-26147,
CVE-2021-3612,
CVE-2019-19449,
CVE-2022-33740,
CVE-2022-1048,
CVE-2021-26930,
CVE-2022-2588,
CVE-2021-38198,
CVE-2021-37576,
CVE-2021-33909,
CVE-2021-42008,
CVE-2021-42252,
CVE-2021-3506,
CVE-2021-27363,
CVE-2022-24958,
CVE-2022-28356,
CVE-2022-1011,
CVE-2021-30002,
CVE-2020-25673,
CVE-2022-1199,
CVE-2021-38208,
CVE-2021-38204,
CVE-2022-1975,
CVE-2022-1652,
CVE-2022-26966,
CVE-2022-34918,
CVE-2020-27170,

USN-5086-1,
CVE-2022-21123,
CVE-2020-25643,
CVE-2021-33656,
CVE-2021-29264,
CVE-2021-4149,
CVE-2020-25285,
CVE-2022-23036,
CVE-2020-28941,
CVE-2021-28971,
CVE-2021-43976,
CVE-2021-45095,
CVE-2021-29647,
CVE-2022-28388,
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CVE-2021-3493,
CVE-2020-29569,
CVE-2021-3609,
CVE-2022-0494,
CVE-2022-23042,
CVE-2022-1729,
CVE-2022-0812,
CVE-2022-32296,
CVE-2021-31916,
CVE-2022-26365,
CVE-2021-28660,
CVE-2020-25668,
CVE-2021-3348,
CVE-2020-25670,
CVE-2021-23133,
CVE-2022-23038,
CVE-2020-25211,
CVE-2021-3759,
CVE-2021-22543,
CVE-2022-0001,
CVE-2020-25669,
CVE-2022-0002,
CVE-2021-4197,
CVE-2022-33981,
CVE-2021-4155,
CVE-2020-29374,
CVE-2021-28964,
CVE-2022-1204,
CVE-2022-1198,
CVE-2020-25705,
CVE-2021-3753,
CVE-2021-0129,
CVE-2022-1195,
CVE-2020-25704,
CVE-2020-29661,
CVE-2021-4202,
CVE-2021-1053,
CVE-2022-33741,
CVE-2020-3702,
CVE-2020-4788,
CVE-2020-25656,
CVE-2019-19770,
CVE-2020-25645,
CVE-2021-32399,
CVE-2021-3653,
CVE-2021-3743,
CVE-2021-4002,
CVE-2021-3772,
CVE-2020-29660,
CVE-2021-28688,
CVE-2021-37159,
CVE-2020-28374,
CVE-2021-3483,
CVE-2021-28714,
CVE-2022-21166,
CVE-2022-2586,
CVE-2020-27171,
CVE-2020-25284,
CVE-2020-28915,
CVE-2020-27777,
CVE-2020-27830,
CVE-2022-33744,
CVE-2021-1052,
CVE-2022-23040,
CVE-2022-1516,
CVE-2020-25672,
CVE-2020-25671,
CVE-2020-25641,
CVE-2021-26931,
CVE-2022-1205,
CVE-2021-20322,
CVE-2022-1012,
CVE-2020-27815,
CVE-2021-27364,

USN-4660-2,
CVE-2020-29568,
CVE-2021-20292,
CVE-2020-0423

ERI-6302 firefox firefox mozilla 56.3 MiB 2022-04-27
11:08:22 AM

UTC

FALSE 195 CVE-2020-26963,
CVE-2020-26960,
CVE-2022-22742,
CVE-2022-22754,
CVE-2022-22761,
CVE-2022-29917,
CVE-2021-43538,
CVE-2021-23986,
CVE-2020-35114,
CVE-2021-23962,
CVE-2022-22760,
CVE-2022-29918,
CVE-2022-28282,
CVE-2022-1529,
CVE-2021-24001,
CVE-2020-26968,
CVE-2020-26972,

1
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CVE-2021-38491,
CVE-2021-38493,
CVE-2021-43543,
CVE-2022-26486,
CVE-2022-26382,
CVE-2022-31742,
CVE-2021-23996,
CVE-2022-22743,
CVE-2021-29990,
CVE-2021-29960,
CVE-2021-23983,
CVE-2022-28285,
CVE-2020-26953,
CVE-2021-29966,
CVE-2021-23984,
CVE-2021-38497,
CVE-2022-28289,
CVE-2022-31737,
CVE-2022-31743,
CVE-2022-36319,
CVE-2022-28287,
CVE-2021-23954,
CVE-2021-38501,
CVE-2021-23974,
CVE-2020-26967,
CVE-2020-16042,
CVE-2021-38496,
CVE-2022-29915,
CVE-2022-42928,
CVE-2022-31748,
CVE-2022-31745,
CVE-2021-23999,
CVE-2020-16012,
CVE-2022-31741,
CVE-2022-22748,
CVE-2022-26385,
CVE-2021-43540,
CVE-2021-38498,
CVE-2021-38500,
CVE-2020-26969,
CVE-2021-38509,
CVE-2021-23995,
CVE-2022-38475,
CVE-2021-23956,
CVE-2021-4140,
CVE-2021-24000,
CVE-2020-26976,
CVE-2020-26951,
CVE-2020-35111,
CVE-2020-26962,
CVE-2021-43542,
CVE-2021-43537,
CVE-2021-24002,
CVE-2021-23971,
CVE-2020-26974,
CVE-2021-29987,
CVE-2021-32810,
CVE-2022-22745,

USN-5186-2,
CVE-2022-26485,
CVE-2022-29909,
CVE-2022-28288,
CVE-2022-31744,
CVE-2020-26952,
CVE-2020-26959,
CVE-2022-36316,
CVE-2021-23975,
CVE-2021-23972,
CVE-2021-38494,
CVE-2020-26956,
CVE-2022-1097,
CVE-2021-38507,
CVE-2021-43539,
CVE-2021-23979,
CVE-2022-22738,
CVE-2022-22764,
CVE-2022-28281,
CVE-2022-36315,
CVE-2022-38473,
CVE-2021-23985,
CVE-2021-23988,
CVE-2022-22757,
CVE-2022-42930,
CVE-2021-29989,
CVE-2021-23958,
CVE-2020-26971,
CVE-2021-29980,
CVE-2021-29985,
CVE-2021-38499,
CVE-2022-22739,
CVE-2022-31747,
CVE-2022-38472,
CVE-2022-42932,
CVE-2022-28284,

USN-5037-2,
CVE-2021-29984,
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CVE-2022-0511,
CVE-2022-1919,
CVE-2022-2505,
CVE-2020-26978,
CVE-2021-29981,
CVE-2021-29946,
CVE-2021-23997,
CVE-2022-22751,
CVE-2022-29911,
CVE-2022-29916,
CVE-2022-1802,
CVE-2022-28286,
CVE-2022-42931,
CVE-2021-23968,
CVE-2022-22747,
CVE-2020-35113,
CVE-2021-38506,
CVE-2022-22741,
CVE-2020-26965,
CVE-2021-23982,
CVE-2022-29912,
CVE-2021-23970,
CVE-2021-29986,
CVE-2022-28283,
CVE-2021-38503,
CVE-2020-26973,
CVE-2021-29967,
CVE-2022-31738,
CVE-2021-23965,
CVE-2021-23961,

USN-4717-2,
CVE-2021-23994,
CVE-2021-43545,
CVE-2021-29961,
CVE-2021-43546,
CVE-2022-26381,
CVE-2022-22759,
CVE-2021-29959,
CVE-2021-29982,
CVE-2022-38478,
CVE-2022-42929,
CVE-2021-23981,
CVE-2022-24713,
CVE-2021-38508,
CVE-2021-23964,
CVE-2021-29952,
CVE-2022-42927,
CVE-2021-23963,
CVE-2021-38504,
CVE-2021-23978,
CVE-2020-26961,
CVE-2022-22756,
CVE-2021-23953,
CVE-2022-31736,
CVE-2021-23987,
CVE-2022-22737,
CVE-2022-0843,
CVE-2022-26384,
CVE-2022-31740,
CVE-2021-23960,
CVE-2021-29947,
CVE-2020-26958,
CVE-2021-43541,
CVE-2020-26979,
CVE-2022-22740,
CVE-2022-22755,
CVE-2022-26387,
CVE-2022-38477,
CVE-2021-29988,
CVE-2020-16044,
CVE-2022-22752,

USN-5321-3,
CVE-2022-36320,
CVE-2022-36318,
CVE-2022-26383,
CVE-2021-23998,
CVE-2021-29945,
CVE-2022-29914,
CVE-2021-23973,
CVE-2021-43536,
CVE-2021-23969,
CVE-2021-23955

ERI-6302 thunderbird thunderbird mozilla 54.9 MiB 2022-04-27
11:08:22 AM

UTC

FALSE 120 CVE-2021-29987,
CVE-2021-4129,
CVE-2022-29909,
CVE-2021-38506,
CVE-2022-22745,
CVE-2022-19916,
CVE-2022-38473,
CVE-2021-29948,
CVE-2022-1097,
CVE-2021-38507,
CVE-2021-43539,
CVE-2022-22738,
CVE-2021-29949,

1
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CVE-2022-22764,
CVE-2022-28281,
CVE-2021-29989,
CVE-2021-43527,
CVE-2021-23992,
CVE-2022-1196,
CVE-2022-22748,
CVE-2021-38498,
CVE-2021-38500,
CVE-2022-3034,
CVE-2021-38509,
CVE-2021-23995,
CVE-2021-4140,
CVE-2022-1520,
CVE-2021-38495,
CVE-2021-43534,
CVE-2021-29956,
CVE-2021-43542,
CVE-2021-43537,
CVE-2021-24002,
CVE-2022-28289,
CVE-2021-38502,
CVE-2021-29970,
CVE-2021-38501,
CVE-2021-38496,
CVE-2022-29913,
CVE-2021-23999,
CVE-2022-22763,
CVE-2022-1529,
CVE-2022-22754,
CVE-2021-43538,
CVE-2021-4126,
CVE-2022-22760,
CVE-2022-28282,
CVE-2021-43543,
CVE-2022-22743,
CVE-2022-28285,
CVE-2022-36059,
CVE-2021-38497,
CVE-2022-36319,
CVE-2021-23984,
CVE-2022-22740,
CVE-2021-43541,
CVE-2022-3033,
CVE-2022-38477,
CVE-2021-29988,
CVE-2022-36318,
CVE-2022-26383,
CVE-2021-23998,
CVE-2021-29945,
CVE-2021-29976,
CVE-2022-29914,
CVE-2021-43536,
CVE-2022-22742,
CVE-2022-29917,
CVE-2022-22761,
CVE-2021-23981,
CVE-2021-38508,
CVE-2021-29957,
CVE-2021-43656,
CVE-2021-38504,
CVE-2021-43535,
CVE-2022-22756,
CVE-2021-23987,
CVE-2022-22737,
CVE-2022-26384,
CVE-2022-3032,
CVE-2022-26387,
CVE-2022-22741,
CVE-2021-23993,
CVE-2021-23982,
CVE-2022-29912,
CVE-2021-43528,
CVE-2021-29986,
CVE-2022-38476,
CVE-2022-26386,
CVE-2021-38503,
CVE-2021-29967,
CVE-2021-23961,
CVE-2021-23994,
CVE-2021-43545,
CVE-2021-43546,
CVE-2021-29969,
CVE-2022-22759,
CVE-2022-26381,
CVE-2021-29982,
CVE-2022-0566,
CVE-2022-38478,
CVE-2022-22739,
CVE-2021-29980,
CVE-2021-29985,
CVE-2022-38472,
CVE-2021-29984,
CVE-2022-2505,
CVE-2021-44538,
CVE-2021-29981,
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CRE/ERI Asset Patch Vendor Size Date Reboot Status Risks Count Risks Hosts

CVE-2021-29946,
CVE-2022-22751,
CVE-2022-1197,
CVE-2022-29911,
CVE-2022-29916,
CVE-2022-1802,
CVE-2022-28286,
CVE-2021-29991,
CVE-2022-22747,
CVE-2021-23991,
CVE-2021-30547

ERI-6302 libmagickcore-
6.q16-3

libmagickcore-
6.q16-3

imagemagick 1.5 MiB 2022-08-01
04:13:21 PM

UTC

FALSE 43 CVE-2020-27753,
CVE-2020-27560,
CVE-2020-27775,
CVE-2020-27766,
CVE-2020-27767,
CVE-2020-27760,
CVE-2021-20312,
CVE-2020-27754,
CVE-2020-27772,
CVE-2020-27765,
CVE-2020-27776,
CVE-2020-27750,
CVE-2019-19949,
CVE-2020-27762,
CVE-2020-25675,
CVE-2020-19667,
CVE-2021-20309,
CVE-2020-25665,
CVE-2020-25676,
CVE-2020-27770,
CVE-2020-27771,
CVE-2020-27755,
CVE-2019-19948,
CVE-2021-20313,
CVE-2020-25666,
CVE-2020-27751,
CVE-2020-27761,
CVE-2017-14528,
CVE-2021-20176,
CVE-2020-27758,
CVE-2020-27769,
CVE-2020-27757,
CVE-2020-27764,
CVE-2020-27774,
CVE-2022-28463,
CVE-2020-27773,
CVE-2021-20246,
CVE-2020-25674,
CVE-2020-27756,
CVE-2020-27763,
CVE-2021-20244,
CVE-2020-27768,
CVE-2020-27759

1

ERI-6302 libmagickwand-
6.q16-3

libmagickwand-
6.q16-3

imagemagick 285.5 KiB 2022-08-01
04:13:21 PM

UTC

FALSE 43 CVE-2020-27771,
CVE-2020-27757,
CVE-2020-27764,
CVE-2020-27758,
CVE-2020-27769,
CVE-2020-27774,
CVE-2022-28463,
CVE-2020-25666,
CVE-2020-27751,
CVE-2020-27761,
CVE-2021-20176,
CVE-2017-14528,
CVE-2020-27768,
CVE-2020-27759,
CVE-2021-20246,
CVE-2020-25674,
CVE-2020-27773,
CVE-2020-27756,
CVE-2020-27763,
CVE-2021-20244,
CVE-2020-27754,
CVE-2020-27772,
CVE-2021-20312,
CVE-2020-27750,
CVE-2019-19949,
CVE-2020-27762,
CVE-2020-27765,
CVE-2020-27776,
CVE-2021-20309,
CVE-2020-27753,
CVE-2020-27560,
CVE-2020-27775,
CVE-2020-27760,
CVE-2020-27766,
CVE-2020-27767,
CVE-2020-27755,
CVE-2020-25676,
CVE-2019-19948,
CVE-2021-20313,
CVE-2020-19667,

1
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CVE-2020-25675,
CVE-2020-25665,
CVE-2020-27770

ERI-6302 imagemagick imagemagick imagemagick 13.9 KiB 2022-08-01
04:13:21 PM

UTC

FALSE 43 CVE-2020-25666,
CVE-2020-27761,
CVE-2019-19948,
CVE-2021-20176,
CVE-2020-25676,
CVE-2021-20313,
CVE-2020-27755,
CVE-2020-25665,
CVE-2020-27770,
CVE-2020-25675,
CVE-2020-19667,
CVE-2020-27771,
CVE-2020-27765,
CVE-2020-27776,
CVE-2020-27750,
CVE-2019-19949,
CVE-2020-27762,
CVE-2021-20309,
CVE-2020-27754,
CVE-2020-27772,
CVE-2021-20312,
CVE-2020-27766,
CVE-2020-27767,
CVE-2020-27760,
CVE-2020-27753,
CVE-2020-27560,
CVE-2020-27775,
CVE-2020-27768,
CVE-2020-27759,
CVE-2020-27756,
CVE-2020-27763,
CVE-2021-20244,
CVE-2020-27773,
CVE-2021-20246,
CVE-2020-25674,
CVE-2022-28463,
CVE-2020-27758,
CVE-2020-27769,
CVE-2020-27757,
CVE-2020-27764,
CVE-2017-14528,
CVE-2020-27774,
CVE-2020-27751

1

12. Top 10 Vulnerabilities Across Hosts

Top vulnerabilities reported with high cvss score across hosts.

CVE CVSS Score Severity Hosts Host Names

CVE-2022-1966 10.0 Critical 2 sp-centos-7-x64, qa-custom-
ubuntux64-14

USN-5037-2 10.0 Critical 1 qa-custom-ubuntux64-14

USN-4717-2 10.0 Critical 1 qa-custom-ubuntux64-14

USN-4719-1 10.0 Critical 1 qa-custom-ubuntux64-14

USN-5086-1 10.0 Critical 1 qa-custom-ubuntux64-14

USN-5292-4 10.0 Critical 1 qa-custom-ubuntux64-14

CVE-2021-38503 10.0 Critical 1 qa-custom-ubuntux64-14

USN-4646-2 10.0 Critical 1 qa-custom-ubuntux64-14

USN-5089-1 10.0 Critical 1 qa-custom-ubuntux64-14

USN-5395-2 10.0 Critical 1 qa-custom-ubuntux64-14

13. Vulnerabilities Daily Report

Daily report on current, new, existing, mitigated, and total vulnerabilities across all hosts from the last 90 days.

Date Outstanding
Risks Count

New Risks
Count

Existing Risks
Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium Risks
Count

Low Risks
Count Hosts

2022-11-04 2493 0 2504 11 2504 215 1328 822 128 6

2022-11-03 2504 6 2498 0 2504 226 1328 822 128 6
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Date Outstanding
Risks Count

New Risks
Count

Existing Risks
Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium Risks
Count

Low Risks
Count Hosts

2022-11-02 2498 0 2498 0 2498 226 1322 822 128 6

2022-11-01 2498 0 2498 0 2498 226 1322 822 128 6

2022-10-31 2498 71 2427 0 2498 226 1322 822 128 6

2022-10-30 2427 33 2394 0 2427 224 1270 806 127 6

2022-10-29 2394 3 2391 0 2394 230 1249 788 127 6

2022-10-28 2391 15 2383 7 2398 229 1247 788 127 6

2022-10-27 2383 5 2381 3 2386 219 1249 788 127 6

2022-10-26 2381 0 2381 0 2381 219 1247 788 127 6

2022-10-25 2381 0 2381 0 2381 219 1247 788 127 6

2022-10-24 2381 0 2381 0 2381 219 1247 788 127 6

2022-10-23 2381 0 2381 0 2381 219 1247 788 127 6

2022-10-22 2381 0 2381 0 2381 219 1247 788 127 6

2022-10-21 2536 50 2486 0 2536 221 1314 868 133 7

2022-10-20 2486 1531 2331 1376 3862 215 1285 853 133 7

2022-10-19 2331 7 2324 0 2331 213 1218 773 127 6

2022-10-18 2324 0 2324 0 2324 213 1211 773 127 5

2022-10-17 2394 0 2394 0 2394 213 1267 786 128 6

2022-10-16 2394 0 2394 0 2394 213 1267 786 128 6

2022-10-15 2394 0 2394 0 2394 213 1267 786 128 6

2022-10-14 2394 31 2363 0 2394 213 1267 786 128 6

2022-10-13 2363 63 2300 0 2363 213 1244 780 126 6

2022-10-12 2300 0 2300 0 2300 213 1195 767 125 6

2022-10-11 2300 0 2300 0 2300 213 1195 767 125 6

2022-10-10 2300 7 2293 0 2300 213 1195 767 125 6

2022-10-09 2293 6 2287 0 2293 213 1188 767 125 5

2022-10-08 2287 0 2287 0 2287 212 1186 767 122 5

2022-10-07 2287 0 2287 0 2287 212 1186 767 122 6

2022-10-06 2287 0 2287 0 2287 212 1186 767 122 6

2022-10-05 2287 0 2318 31 2318 212 1186 767 122 6

2022-10-04 2632 31 2601 0 2632 345 1338 827 122 7

2022-10-03 2601 0 2617 16 2617 343 1312 824 122 7

2022-10-02 2617 0 2617 0 2617 359 1312 824 122 7

2022-10-01 2617 3 2614 0 2617 359 1312 824 122 7

2022-09-30 2614 0 2691 77 2691 359 1309 824 122 7

2022-09-29 2691 16 2675 0 2691 373 1338 856 124 7

2022-09-28 2675 42 2658 0 2700 357 1338 856 124 7

2022-09-27 2658 25 2633 0 2658 361 1311 862 124 7

2022-09-26 2633 0 2633 0 2633 360 1301 848 124 6

2022-09-25 2633 4 2629 0 2633 360 1301 848 124 6

2022-09-24 2629 0 2629 0 2629 357 1303 845 124 6

2022-09-23 2629 0 2629 0 2629 357 1304 844 124 6

2022-09-22 2629 0 2724 95 2724 357 1304 844 124 6

2022-09-21 2724 0 2724 0 2724 357 1361 878 128 6

2022-09-20 2724 34 2693 3 2727 357 1361 878 128 6

2022-09-19 2693 0 2693 0 2693 371 1348 846 128 6

2022-09-18 2693 0 2693 0 2693 371 1348 846 128 6

2022-09-17 2693 0 2693 0 2693 371 1348 846 128 6

2022-09-16 2693 0 2693 0 2693 371 1348 846 128 6

2022-09-15 2693 38 2655 0 2693 371 1348 846 128 6
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Date Outstanding
Risks Count

New Risks
Count

Existing Risks
Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium Risks
Count

Low Risks
Count Hosts

2022-09-14 2655 12 2643 0 2655 368 1318 841 128 6

2022-09-13 2643 0 2643 0 2643 361 1313 841 128 6

2022-09-12 2643 0 2643 0 2643 364 1313 838 128 6

2022-09-11 2643 0 2643 0 2643 364 1313 838 128 6

2022-09-10 2643 2 2641 0 2643 364 1313 838 128 6

2022-09-09 2641 0 2641 0 2641 362 1313 838 128 6

2022-09-08 2963 16 2963 16 2979 542 1417 875 129 7

2022-09-07 2963 0 2963 0 2963 557 1402 875 129 7

2022-09-06 2963 0 2963 0 2963 557 1402 875 129 7

2022-09-05 2963 0 2964 1 2964 554 1405 875 129 7

2022-09-04 2964 0 2964 0 2964 554 1405 876 129 8

2022-09-03 2964 0 2964 0 2964 554 1405 876 129 8

2022-09-02 2964 0 2964 0 2964 554 1405 876 129 8

2022-09-01 2964 0 2964 0 2964 554 1405 876 129 8

2022-08-31 2964 0 2964 0 2964 554 1405 876 129 8

2022-08-30 2964 8 2956 0 2964 554 1405 876 129 8

2022-08-29 2956 0 2956 0 2956 538 1412 877 129 8

2022-08-28 2956 0 2956 0 2956 538 1412 877 129 8

2022-08-27 2956 0 2956 0 2956 538 1412 877 129 8

2022-08-26 2956 4 2962 10 2966 538 1412 877 129 8

2022-08-25 2962 0 2963 1 2963 538 1422 873 129 8

2022-08-24 2963 0 2963 0 2963 538 1422 874 129 8

2022-08-23 2963 1 2962 0 2963 538 1422 874 129 8

2022-08-22 2962 0 2962 0 2962 555 1405 873 129 8

2022-08-21 2962 26 2937 1 2963 555 1405 873 129 8

2022-08-20 2937 31 2918 12 2949 556 1385 869 127 8

2022-08-19 2918 10 2908 0 2918 575 1349 867 127 8

2022-08-18 2908 0 2908 0 2908 575 1339 867 127 8

2022-08-17 2908 4 2907 3 2911 575 1339 867 127 8

2022-08-16 2907 0 2907 0 2907 576 1335 869 127 8

2022-08-15 2907 0 2907 0 2907 576 1335 869 127 8

2022-08-14 2907 0 2907 0 2907 576 1335 869 127 8

2022-08-13 2907 0 2907 0 2907 576 1335 869 127 8

2022-08-12 2907 64 2843 0 2907 576 1335 869 127 8

2022-08-11 2843 56 2787 0 2843 557 1302 857 127 8

2022-08-10 2787 8 2779 0 2787 538 1273 849 127 8

2022-08-09 2779 0 2801 22 2801 536 1268 848 127 8

2022-08-08 2801 0 2801 0 2801 558 1268 848 127 8

2022-08-07 2801 23 2778 0 2801 558 1268 848 127 8

14. Vulnerabilities Weekly Report

Weekly report on current, new, existing, mitigated, and total vulnerabilities across all hosts from the last 90 days.

Month Week Of
Month

Outstanding
Risks Count

New Risks
Count

Existing
Risks Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium
Risks Count

Low Risks
Count Hosts

2022-08 2 2907 151 0 22 151 3899 9049 5988 889 8

2022-08 3 2937 45 2907 15 2952 4009 9417 6077 889 8

2022-08 4 5002 31 2937 12 2968 3800 9900 6121 903 9

2022-08 5 2964 8 5002 0 5010 2184 5634 3506 516 8
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Month Week Of
Month

Outstanding
Risks Count

New Risks
Count

Existing
Risks Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium
Risks Count

Low Risks
Count Hosts

2022-09 1 2964 0 2964 0 2964 1662 4215 2628 387 8

2022-09 2 2965 18 2964 17 2982 3490 9657 6052 901 8

2022-09 3 2693 50 2965 0 3015 2570 9301 5896 896 6

2022-09 4 2629 34 2693 98 2727 2527 9329 5981 884 6

2022-09 5 2614 87 2629 77 2716 2170 7898 5094 742 7

2022-10 1 2617 3 2614 0 2617 359 1312 824 122 7

2022-10 2 2601 31 2617 47 2648 1895 8706 5543 854 7

2022-10 3 2394 107 2601 0 2708 1491 8551 5420 882 6

2022-10 4 2536 1588 2394 1376 3982 1507 8809 5627 903 7

2022-10 5 2394 23 2536 10 2559 1554 8733 5516 889 6

2022-10 6 2498 104 2394 0 2498 450 2592 1628 255 6

2022-11 1 2493 6 2498 11 2504 893 5300 3288 512 6

15. Vulnerabilities Monthly Report

All generated monthly report on current, new, existing, mitigated, and total vulnerabilities across all hosts.

Month Outstanding
Risks Count

New Risks
Count

Existing Risks
Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium Risks
Count

Low Risks
Count Hosts

2022-10 3037 1856 2614 1433 2614 1011 5994 3155 382 8

2022-09 2936 189 2964 192 2964 1852 7442 4046 251 8

2022-08 3431 705 2909 252 2909 1592 3805 2004 138 9

2022-07 5479 172 5810 503 5810 2576 6690 4673 194 9

2022-06 6374 1688 4959 1116 6647 5461 16473 9820 1135 12

2022-05 5297 5288 4253 4244 9541 2781 10263 5438 808 10

2022-04 4300 5974 0 25 5974 1067 4368 2500 295 10

16. Vulnerabilities Quarterly Report

All generated quarterly report on current, new, existing, mitigated, and total vulnerabilities across all hosts.

Year Quarter Outstanding
Risks Count

New Risks
Count

Existing
Risks Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium
Risks Count

Low Risks
Count Hosts Count

2022 2 6374 12950 0 5385 22162 9309 31104 17758 2238 15

2022 3 2936 1066 6374 947 11683 6020 17937 10723 583 11

2022 4 3037 1856 2936 1433 2614 1011 5994 3155 382 8

17. Vulnerabilities Yearly Report

All generated yearly report on current, new, existing, mitigated, and total vulnerabilities across all hosts.

Year Outstanding
Risks Count

New Risks
Count

Existing Risks
Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium Risks
Count

Low Risks
Count Hosts

2022 3037 15872 0 7765 36459 16340 55035 31636 3203 19

18. Vulnerabilities Semi-Annual Report

All generated semi-annual report on current, new, existing, mitigated, and total vulnerabilities across all hosts.

Year Semi Annual Outstanding
Risks Count

New Risks
Count

Existing
Risks Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium
Risks Count

Low Risks
Count Hosts
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Year Semi Annual Outstanding
Risks Count

New Risks
Count

Existing
Risks Count

Mitigated
Risks Count

Total Risks
Count

Critical Risks
Count

High Risks
Count

Medium
Risks Count

Low Risks
Count Hosts

2022 1 6374 12950 0 5385 22162 9309 31104 17758 2238 15

2022 2 3037 2922 6374 2380 14297 7031 23931 13878 965 12

19. Vulnerabilities Trend

Daily report on vulnerabilities across all hosts from the last 90 days.
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