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SecPod Company Profile

SecPod is an information security technology company offering security
content as a service to product, consulting vendors and enterprises. With
its unique business model focused on technology partnership, SecPod is
providing high quality security content (threat detection modules) to
leading security product vendors and enterprises.

Vendors and enterprises today face
challenges in order to keep their products
and solutions up to date with ‘Security
Content’ to combat the dynamic nature of
ever increasing threats. With number of
threats growing each day and new type of
threats surfacing every now and then, it is
really important to keep the scanners
updated with the modules to detect and
quarantine threats as soon as they surface
or remediate the affected systems. This
requires time and effort, building and
hosting highly skilled research team,
setting up the necessary infrastructure to
validate. Dealing with False Positives and
False Negatives has always been the pain
point in the industry.

Additionally, coverage is needed for all the
older threats which seldom go out of
fashion.

SecPod Technologies

Vulnerability checks
Patch checks

Policy tests
Remediation modules
Intrusion signatures
Exploits

Malware characteristics
Event rules

SecPod provides
Security Content
as a service.



Threat Management Landscape is
changing. Automated vulnerability
management and policy compliance,
configuration management and patch
management is the current need.
Interoperability between different
security products is no longer a nice to
have feature but a must have in order to
have holistic view of organizational
security. Applications such as Continuous
Security Monitoring demand automated
threat management. Security Content
automation will be the differentiator in
the near term and a default feature in the
long term.

There are multiple standards emerging to
meet this changing landscape.

SecPod SCAP Content Repository hosts
professional quality standardized content
for vulnerability, patch, inventory and
compliance management.
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OVAL
OCIL
XCCDF
CVE
CCE
CPE
CWE
CVSS
CWSS

SecPod SCAP
Content

Professional
Feed

Subscription based

SecPod SCAP

SCAP Coniz:etrRepository CO n te n t
I Patch Repository
Audit & Compliance Management
Repository Manage SCAP Content
Database Vulnerability
Inventory Management

SecPod is the first company to launch a commercial scale, subscription based SCAP content
professional feed and also a first company to conceptualize and productize SCAP Content
Repository. SecPod was founded in 2008 and is headquartered in Bangalore, India.
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